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Abstract

Mobile devices offer a valuable resource for distributed learning alongside tra-

ditional computers, encouraging energy efficiency and privacy through local

computations. However, the hardware limitations of these devices makes it

impossible to use classical SGD for industry-grade machine learning models

(with a very large number of parameters). Moreover, they are intermittently

available and susceptible to failures. To address these challenges, we intro-

duce ARGO, an algorithm that combines adaptive workload schemes with

Byzantine resilience mechanisms, as well as dynamic device participation.

Our theoretical analysis demonstrates linear convergence for strongly convex

losses and sub-linear convergence for non-convex losses, without assuming

specific dataset partitioning (for potential data heterogeneity). Our formal

analysis highlights the interplay between convergence properties, hardware

capabilities, Byzantine impact, and standard factors such as mini-batch size

and learning rate. Through extensive evaluations, we show that ARGO out-

performs standard SGD in terms of convergence speed and accuracy, and,

most importantly, thrives when classical SGD is not possible due to hard-

ware limitations.

Note for reviewers: this paper is the journal version of ”Democratizing
machine learning: Resilient distributed learning with heterogeneous participants”,
recently published in the 41st International Symposium on Reliable Distributed
Systems (SRDS 2022). For your information, the changes and new results are
explained in Section 1 of the supplementary material.

Keywords: Distributed learning, Hardware heterogeneity, Byzantine

resilience, Stochastic optimization
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1. Introduction

Neural processing has been at the core of artificially intelligent applica-

tions in domains such as computer vision, speech recognition and natural

language processing. Overparameterization [1] (i.e. having more model pa-

rameters than data points) was shown to have a positive impact on the

performance of machine learning (ML) models, and therefore, the outstand-

ing performance witnessed today is mostly due to the increasing size of these

models. As a matter of fact, AlexNet [2], one of the early neural network ar-

chitectures that has been proposed for the ImageNet classification challenge

[3] with 1.2 million data points, has 60 million parameters, while recent ar-

chitectures like VGG16 [4] and CoCa [5] have 138 million and 2.1 billion

parameters, respectively. Perhaps the strongest example of size lies in the

category of large language models: ChatGPT [6], an AI-enabled conversa-

tional agent, has more than 175 billion model parameters. However, training

these models face criticism regarding energy consumption, privacy, and se-

curity.

To address (at least) the problem of energy consumption, one may be

tempted to train these large models by leveraging one of the biggest networks

of electronic devices in the world: smartphones. In fact, the number of mobile

device users is forecast to exceed 7.8 billion by 2028, representing more than

90% of the estimated world’s population.1, and these devices are considered

nowadays as the main source of data generation. If this huge network of

devices is exploited under the Federated Learning [7] scheme, thus solving

1According to the Mobile Economy 2019 report by the GSM Association: https:

//www.statista.com/statistics/330695/number-of-smartphone-users-worldwide
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privacy concerns (to some extent), the resulting setting seems ready to host

large models training. Sadly, the aforementioned sentence is not true.

The primary limitation when using mobile devices is their constrained

hardware capabilities. Even if a large model can fit into a smartphone’s

memory, accessing it requires an excessive amount of energy that surpasses

the device’s power limits, as documented in [8]. Additionally, smartphones

are not consistently accessible. They may disconnect from networks, run out

of battery, or lack free resources at specific times of the day. Furthermore,

smartphones can encounter failures due to software or hardware issues, and

their behavior can be arbitrary, since they are owned by untrusted individ-

uals. Essentially, a smartphone can exhibit Byzantine2 characteristics [9].

At this juncture, one might wonder: is it feasible to address the challenges

of hardware heterogeneity, availability, energy efficiency and Byzantine re-

silience, all at once?

We answer positively by proposing ARGO (Atomic Resilient Gradient-

based Optimization), a new algorithm combining our adaptive workload tech-

nique (i.e. allowing partial computation via partial derivatives or reduced

parameter vectors) with established Byzantine resilience mechanisms. The

algorithm also allows dynamic participation of devices, as long as a quorum

of workers is available (a quorum which size depends on the upper bound

of the number of Byzantine workers). We analyze our algorithm without

assuming any specific data partitioning (due to possible data heterogeneity),

and including biased estimation (which makes our formal analysis compati-

2The Byzantine abstraction is commonly used to model all kind of failures (e.g. crash,
omission, software, hardware or temporal failures, as well as adversarial attacks).
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ble with most gradient compression techniques, for instance). Theoretically,

we prove the convergence of ARGO, and establish for the first time a direct

link between Byzantine resilience and hardware heterogeneity. Empirically,

we show that our protocol outperforms the standard learning scheme on both

accuracy and execution time on different classification tasks. We also analyze

the energy consumption of our algorithm (executed on smartphones) versus

the classical SGD (executed in a server machine), and show that training ML

models on mobile devices using our algorithm is energy efficient.

2. Related Work

Previous distributed ML works address heterogeneous computational ca-

pabilities and Byzantine behavior separately. Some works [10, 11, 12, 13,

14, 15, 16, 17] focus on Byzantine resilience using robust statistics, filter-

ing schemes, or coding theory. However, they assume homogeneous data

distribution and computational capabilities.

Others [12, 18, 19] claiming computational heterogeneity awareness mainly

consider asynchrony, assuming that workers can compute a full gradient but

may be stale. They propose synchronization schedules or adaptive learn-

ing rate schedules (or both) to tackle straggler issues. Gradient compression

schemes [20, 21, 22, 23] reduce communication complexity but do not address

computational heterogeneity, since workers still compute the full-sized model

gradient.

The closest related works, [24, 25] and [26], explore partial computation

but do not analyze the impact of hardware capabilities on convergence. They

also overlook Byzantine failures and assume homogeneous datasets, with con-
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stantly available workers.

Our algorithm operates under all these constraints concurrently. It pro-

vides deeper theoretical guarantees, including standard factors like learning

rate and mini-batch size, as well as new factors like worker computation rates,

Byzantine impact, server waiting time, and number of available workers se-

lected. In this work, we introduce a trade-off between worker capabilities

and Byzantine resilience.

3. Preliminaries

We use the parameter-server architecture [27] with a server coordinating

n workers for training a machine learning model. The dataset consists of N

data points X = x1, . . . , xN , divided among the workers. Each worker i has

a set of data points denoted by Si, where
⋃n

i=1 Si = X, and Si ∩ Sj = ∅

for all i ̸= j. The server follows the algorithm correctly, but some workers

may be faulty, and their identity is unknown [9]. There are two types of

workers: 1) Correct workers, represented by the set C ⊆ [n], who follow

instructions accurately, and 2) Byzantine workers, represented by [n]\C, who

can behave arbitrarily, causing crashes or injecting adversarial perturbations

(see, e.g., [10]).

Our goal is to design a distributed learning algorithm that allows all

correct workers to learn a model over the union of their data points XC =⋃
i∈C Si, despite the presence of up to f Byzantine workers. Specifically, we

fix a learning model parameterized by w ∈ Rd, for which each data point x

incurs a loss of ℓ(w, x), where the function ℓ : Rd×X → R is assumed to be

differentiable. The algorithm aims to find a local minimum of the following
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function L(w) = 1
|XC |

∑
x∈XC

ℓ(w, x).

Recall that in standard distributed SGD, each worker i samples a random

mini-batch ζik ⊂ Si of size si to compute its stochastic gradient:

Gi(wk) =
1

si

∑
x∈ζik

∇ℓ(wk, x) (1)

Then, the workers send back their stochastic gradients to the server, which

updates the model parameters as follows: wk+1 = wk − γ

(
1
n

n∑
i=1

Gi(wk)

)
where γ > 0 is the learning rate.

Besides the presence of faulty workers, another challenge we consider in

our model is the heterogeneous computational capabilities of the workers.

We formally discuss this issue in the following subsection.

3.1. Device heterogeneity: computational power and data

In our work, we consider the scenario where workers cannot use the full

d-dimensional model w = [w1, . . . , wd]
T . Instead, each worker i utilizes a

sub-model zi =M(w), where M : Rd → Rd is a masking scheme obtained

by randomly selecting bi elements from w and deactivating the rest. The size

of the sub-model, denoted by bi, is determined by the hardware capabilities

of the worker, encompassing factors such as processing power, storage, and

connection bandwidth. For conciseness, we combine these factors into a

single variable called the computation rate λi, representing the size of the

sub-model that can be used to compute a gradient using one data point

x ∈ Si in a single unit of time.

Since the server allows τ units of time to receive the responses from

workers after broadcasting the actual parameter vector wk at time k, and
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each worker uses a mini batch of size si to compute the gradients, the size of

the sub-model selected by worker i can be expressed as follows:

bi = min

{
λiτ

si
, d

}
(2)

Bounding the sub-model size. When the mini-batch size si is very

low, or when the computation rate λi is very high for a worker i, the quantity

λiτ
si

may exceed the full model size d. There is a trivial upper bound of d

for this quantity. However, there also exists a non-trivial lower bound based

on the ML model. For example, in a linear regression model, the minimum

number of weights required to make a prediction is bmin = 1. In a fully-

connected feed-forward neural network, the minimum sub-network size is

determined by the number of inputs, hidden layers, and outputs. The server

must set a waiting time τ that allows the weakest worker to compute a

gradient on the minimal reduced vector using bmin parameters. Thus, we

obtain the following lower bounds for every i ∈ [n], τ > 0:

bi ≥ bmin and τ ≥ τweak (3)

Assuming practitioners follow established guidelines [28], we can consider

mini-batch sizes si to follow a normal distribution. Similarly, we can assume

that hardware capabilities and computation rates λi also follow a normal

distribution. Based on these assumptions, Lemma 1 provides a lower bound

on the mean value of the kth biggest sub-model size, among (up to) n different

sizes used by the workers.

Lemma 1. Let λi and si be the computation rate and the mini-batch size of
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worker i for i ∈ [n], and τ > 0 be the server’s waiting time. Suppose that

λ ∼ N (µλ, σ
2
λ) and s ∼ N (µs, σ

2
s) with coefficients of variation satisfying

δλ = σλ

µλ
< 1 and δs =

σs

µs
< 1, and λ

s
∈
[
µλ

µs
±
(

µλ

µs

)√
δ2λ + δ2s

]
. Then, the kth

order statistic of n independently drawn samples from the random variable

b = λτ
s

is approximated by a normal distribution, and we have:

τ
µ̂λ

µ̂s

(
1−

√
(δ2λ + δ2s)

n− k

k

)
≤ E[b(k)]

where µ̂λ = 1
n

∑
i∈[n] λi, µ̂s =

1
n

∑
i∈[n] si, σ̂λ

2 = 1
n

∑
i∈[n](λi − µλ)

2,

σ̂s
2 = 1

n

∑
i∈[n](si − µs)

2 and δx = σx

µx
for x ∈ [λ, s].

Proof. (Sketch) We first estimate the location and scale parameters of the

normal distributions of λ and s using the sample mean and sample variance:

(µ̂λ, σ̂λ) and (µ̂s, σ̂s). Since b =
λτ
s
, which is a fraction of two random variables

multiplied by a scalar, we can approximate the ratio distribution of b with a

normal distribution under some conditions on the coefficients of variance, as

in [29], and we thus obtain : b ∼ N (µb, σ
2
b ). Finally, using results from order

statistics in [30], we have the following lower bound:

µb − σb

√
n− k

k
≤ E[µb(k) ]

which concludes the proof.

3.2. Sub-model selection via masking schemes

In Equation 1, each worker computes a stochastic gradient of the loss

function in the standard distributed SGD optimization algorithm. Our goal
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is to ensure that each device can afford an SGD iteration in terms of hardware

requirements. One approach is to compute only a few partial derivatives

[31, 32, 33, 34], using (block) coordinate descent algorithms. However, this

requires the loss function to be separable, meaning that it can be expressed

as a sum or multiplication of individual univariate functions fi(xi), where

x = (x1, . . . , xd). Computing partial derivatives is straightforward in such

cases, and examples include ML models like linear regression.

For non-separable functions like artificial neural networks, the approach

of computing partial derivatives alone, which reduces computation complex-

ity at the worker’s level, is not effective. In automatic differentiation [35],

most specifically the backpropagation algorithm [36], partial derivatives of

complex functions are computed by applying the chain rule to their elemen-

tary components. In this framework, computing a single partial derivative

requires the computation of other dependent partial derivatives. As a result,

the gains in computation complexity are not as significant as in the separable

case.

A solution to extend the concept of partial computation to non separable

functions is to select a sub-model with a reduced parameter vector dimension,

then compute the full gradient of the loss function using the reduced param-

eter vector. Formally, each worker applies a masking schemeM : Rd → Rd

on the parameter vector wk at iteration k, and we have: zk =M(wk).

It should be noted that, while some masking functions return unbiased

estimators of the full parameter vector w (for instance the masking function

in [26, 25], meaning that EM[M(w)] = w, the partial derivatives of the

loss function evaluated at the reduced parameter vector z =M(w) are not
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necessarily unbiased estimators of the partial derivatives evaluated at w.

More generally, without additional assumptions, properties on functions do

not transfer to their gradients.

For generalization purposes, we use a general masking scheme M with

some properties on the reduced partial derivatives to conduct our theoretical

analysis, as illustrated in Definition 1.

Definition 1. Let w be the current parameter vector of a gradient-based

optimization algorithm. Let B be the set of weight indices that are active

after applying a masking function M : Rd → Rd and let z = M(w) be

the reduced parameter vector. M is said to be a controlled masking if there

exists positive constants ϵ,M ′ and N ′ such that, for every w ∈ Rd, x ∈ XC

and j ∈ B:
∥EM[{∇ℓ(z, x)}j ]− {∇ℓ(w, x)}j∥ ≤ ϵ

EM[∥{∇ℓ(z, x)}j − EM[{∇ℓ(z, x)}j ]∥2] ≤M ′ +N ′ ∥{∇ℓ(w, x)}j∥2

3.3. Robust aggregation

In the presence of Byzantine workers, the server cannot rely on the simple

averaging of all workers’ gradients. It should rather use a coordinate-wise

robust aggregation rule AR, which we formally define below. In the following,

for any vector u ∈ Rd, its j-th coordinate is denoted by {u}j.

Definition 2. Let Xi ∈ Rd be workers i’s estimate of ∇L(w) for a given

ρ ∈ [n] and w ∈ Rd. A real-valued aggregation rule AR is said to be ∆(ρ, f)-

robust if, for every subset Q ⊆ [n] with | Q | ≥ ρ and for every j ∈ [d], we

have

E
[
|{AGw}j − {∇L(w)}j |2

]
≤ ∆(ρ, f)

(
1

|C ∩Q|
∑

i∈C ∩Q
σ2
ij(w)

)

where {AGw}j = AR ({Xi}j ; i ∈ Q) and σ2
ij(w) = E

[
|{Xi}j − {∇L(w)}j |2

]
. The
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robustness coefficient ∆(ρ, f) is a bounded positive real value that depends on

ρ and f .

Our theoretical analysis applies for all aggregation rules satisfying Def-

inition 2, as soon as the robustness coefficient ∆(ρ, f) is sufficiently well

behaved: simply put, for a fixed number of Byzantine workers f , the aggre-

gation error should at least be constant, if not decreasing, when the total

number of workers ρ grows. This includes a large range of aggregation rules

such as Phocas [37], Trimmed Mean [13] or AKSEL [11].

3.4. Assumptions

To formally analyze the convergence of our algorithm, we make the fol-

lowing standard assumption on the smoothness of the loss function [38]. We

recall that {u}j denotes the j-th element of vector u.

Assumption 1 (Smoothness). For all j ∈ [d], there exists Lj < ∞ such

that, for all w,w′ ∈ Rd: |{∇L(w′)}j − {∇L(w)}j| ≤ Lj ∥w′ − w∥

Although most of our results do not rely on the convexity assumption, we

also present a convergence result when the loss function is strongly convex,

as stated below.

Assumption 2 (Strong convexity). There exists 0 < µ < ∞ such that, for

all w,w′ ∈ Rd: L(w′) ≥ L(w) + ⟨∇L(w), w′ − w⟩+ µ
2
∥w′ − w∥2

where ⟨·, ·⟩ denotes the inner product.

To analyze the convergence of ARGO under data heterogeneity, we also

make the following two assumptions. Note that we do not rely on the

(stronger) assumption of uniformly bounded variance, which is indeed quite
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difficult (and perhaps even impossible) to satisfy in the case of strong convex-

ity [39]. Instead, we follow [38] and assume a non-uniform bound, as stated

below in Assumption 4.

Assumption 3 (Bounded bias). For all i ∈ [n] and j ∈ [d], there exist

δi,j < ∞ such that, for all w ∈ Rd: |Ex∼Si
[{∇ℓ(w, x)}j]− {∇L(w)}j| ≤

δi,j where x ∼ Si denotes a uniform sampling of x in Si.

Assumption 4 (Non-uniform variance). For all w ∈ Rd, there exists Mw <

∞ and Qw <∞ such that, for all i ∈ [n] and j ∈ [d]:

Ex∼Si

[
({∇ℓ(w, x)}j − Ex∼Si

[{∇ℓ(w, x)}j])2
]
≤Mw +Qw ∥{∇L(w)}j∥2

4. Atomic Resilient Gradient Descent

We now present our protocol called ARGO. Atomic stands for the fact

that models can be reduced to match the weakest element of the network.

Resilient represents the robustness against failures and heterogeneity.

4.1. Overview of the protocol

The protocol, summarized in Algorithm 1, followsK steps of the following

iterative procedure.

1. At each iteration, the server maintains a parameter vector wk and se-

lects a consistent random order of weight indices Ck. It then broadcasts

(wk, Ck) to a random set of q workers and waits for a specific time pe-

riod.

2. Upon receiving the broadcast message, an honest worker i samples a

mini-batch of size si from its local data. It evaluates the sub-model size
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bi based on its computation rate and uses a masking scheme to con-

struct the sub-model zk. The worker computes its stochastic gradient

Gi(zk).

3. After the waiting period, the server identifies the set of indices Bk
that have been computed by at least v out of the q selected workers.

It applies an aggregation rule on the reduced gradients sent by the

workers, and uses the output to update the parameter vector wk.

The details of the aggregation rule and the procedure for identifying the

consistent indices are described in the algorithm.

4.2. Time complexity.

While standard distributed SGD aggregates d-dimensional gradients re-

ceived from n worker, and therefore waits τs time units for the slowest worker,

ARGO only aggregates reduced gradients from only a subset q of workers,

making it faster in that sense. However, identifying appropriate coordinates

and workers (steps 8, 9, 10 and 11 in Algorithm 1) introduces computa-

tion overhead, affecting overall time complexity. Thus, ARGO’s speed com-

pared to SGD depends on τs − τ and the overhead cost, approximated as

O(q log(q) λ̄τ
s̄
). Here, λ̄ is average computation rate and s̄ is average mini-

batch size.

5. Theoretical Guarantees

Inspired by prior works in the homogeneous setting [38, 10, 11, 13], we

show that our algorithm eventually reaches a ball centered at a local opti-

mum, whose radius is a function of the statistical error. In the next sections,
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Algorithm 1 ARGO: Atomic Resilient Gradient-based Optimization

1: Input: q, AR (aggregation rule), w1, v, K, γ
2: Execute the following instructions for each step k = 1, . . . , K
3: Ck ←− consistent random permutation of {1, . . . , d}
4: Select q random workers {i1, . . . , iq} ⊆ {1, . . . , n}
5: Broadcast (wk, Ck) to the selected q workers
6: Wait τ time units to receive workers’ gradients
7: ∇i1 , . . . ,∇iq ←− partial derivatives sent by the q workers
8: R←− sort

(
|∇i1|, . . . , |∇iq |, decreasing order

)
9: bv ←− vth item in the list R

10: Bk ←− first bv elements in Ck

11: ∀j ∈ Bk, identify the set Qj ⊆ {i1, . . . , iq} of workers that sent the j-th
coordinate of their reduced gradients.

12: Compute the aggregate of workers’ partial derivatives AGwk
∈ Rd such

that, for all j ∈ [d],

{AGwk
}j =

{
AR ({∇i}j, i ∈ Qj) if j ∈ Bk

0 otherwise

where {∇i}j is sent by worker i for the j-th element of its reduced gra-
dient.

13: Update the parameter vector: wk+1 = wk − γAGwk

14: Input: local dataset Si, mini-batch size si, computational capability λi

15: If the broadcast message (wk, Ck) is received then execute the following
steps:

16: Sample a random mini-batch ζik of size si from dataset Si
17: Bi

k ←− first bi elements in Ck, where bi = min{ τλi

si
, d}

18: zk ←−MBi
k
(wk), whereMBi

k
(wk) is a masking keeping bi elements from

the parameter vector wk

19: Construct the set ∇i = ({Gi(zk)}j, j ∈ Bi
k), where Gi(zk) is

as defined in (1)
20: Send back ∇i to the server

we present our convergence analysis and discuss on the interplay between the

variables of our algorithm and its convergence properties. For space limita-

tions, we only give a proof sketch for each result. Full proofs are available
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in the supplementary material of this document.

5.1. Overview of the main result

To formally appreciate the interplay between all the variables of our prob-

lem, we first define the following variables to lighten the statement of our

theorems, and we also give the main result of our formal analysis in the

following general theorem.

U = max
w∈Rd

 1

|C|

d∑
j=1

∑
i∈C

(
Mw(Q

′
wk

+
1

λ′
i

) +M ′
wk

+ δ2i,j + ϵ2j

)
V = max

w∈Rd

 1

|C|

√√√√ d∑
j=1

(∑
i∈C

Qw(Q′
wk

+
1

λ′
i

)

)2


β = max

{
τ
µ̂λ

µ̂s

(
1−

√
(δ2λ + δ2s)

v − 1

q − v + 1

)
, bmin

}

with µ̂x = 1
n

∑
i∈[n] xi, σ̂x

2 = 1
n

∑
i∈[n](xi − µx)

2, δx = σx

µx
, for x ∈ [λ, s] and λ′

i =
(|Si|−1)
|Si|d
τλi

−1

Theorem. Let λi be the computation rate of worker i, and assume an (ϵ,M ′, Q′)-

controlled masking scheme and a ∆(v, f)-robust aggregation rule. Suppose

that Assumptions 1, 3 and 4 hold. If the learning rate γ < 1√
dL

and ∆(v, f)V <

1, then, when K →∞, Algorithm 1 eventually outputs a parameter estimate

w such that:

E ∥∇L(w)∥2 ≤ d∆(v, f)U

β (1−∆(v, f)V )

In Theorem 1 and 2, we present the formal convergence result of our

algorithm. In doing so, we divide the parameter space into two regions W

and Rd \W , with

W =

{
w

∣∣∣∣ min
B⊆[d]

{
(1−∆Vw) ∥[∇L(w)]B∥2 −∆Uw

}
> 0

}
.
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We denote by [∇L(w)]B the partial gradient restricted to the coordinates in

B. Specifically, for all u = ({u}1, . . . , {u}d) ∈ Rd, u′ = [u]B ∈ Rd is such that

{u′}j = {u}j if j ∈ B, and 0 otherwise.

5.2. Convergence analysis

We start our theoretical analysis by deriving an upper bound in Lemma

2 on the error of the aggregated vector AGwk
regarding the true gradient

∇L(wk) computed at any parameter vector wk ∈ Rd.

Lemma 2. Suppose that Assumptions 3 and 4 hold true. Consider the k-th

step of Algorithm 1, and Bk, the block computed by the server at step k. If

AR is ∆(v, f) robust, then

Ek

[
∥AGzk − [∇L(wk)]Bk

∥2
]
≤ ∆(v, f)

(
Uwk

+ Vwk
∥[∇L(wk)]Bk

∥2
)

Proof. (Sketch) We first begin by upper bounding the error of a single worker’s

reduced gradient. We have then: ∥[Gi(zk)]Bk
− [∇L(wk)]Bk

∥2 ≤

2 ∥[Gi(zk)]Bk
− [Gi(wk)]Bk

∥2 + 2 ∥[Gi(wk)]Bk
− [∇L(wk)]Bk

∥2. Next, we com-

pute upper bounds of the two right hand side terms using the classical bias-

variance decomposition and assumptions 3 and 4, and the fact that workers

use (ϵ,M ′, Q′)−masking schemes. After a few calculations, we obtain:

EζM ∥[Gi(zk)]Bk
− [∇L(wk)]Bk

∥2 ≤ σ2
ij. Downsizing the previous inequality

to each coordinate j ∈ Bk and averaging this error through all workers leads

to the average error of correct workers’ partial gradients, which is exactly the

second right hand side term in Definition 2 of a ∆-robust aggregation rule.

Using this definition, we obtain the desired result.
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Note that it is hard to demonstrate progress towards a local optimum

without first demonstrating that AGwk
is pointing in the same direction as

the actual gradient of the loss function. Specifically, the scalar product be-

tween the aggregated gradient AGwk
and ∇L(wk) must be strictly positive.

We show below in Lemma 3 that this condition holds true in our setting

whenever wk ∈ W .

Lemma 3. Suppose that Assumptions 3 and 4 hold true. Consider the k-th

step of Algorithm 1. If AR is ∆(v, f)-robust and wk ∈ W, then, denoting

∆ = ∆(v, f), we have:

E [⟨AGwk
, [∇L(wk)]Bk

⟩] > (1−∆Vwk
) ∥[∇L(wk)]Bk

∥2 −∆Uwk

2

Proof. (Sketch) Using Jensen’s inequality, we have: ∥Ek[AGz]− [∇L(w)]B∥2 ≤

Ek[∥AGz − [∇L(w)]B∥2]. Using the upper bound from Lemma 2 which

we call r2, we also have: ∥Ek[AGz]− [∇L(w)]B∥2 ≤ r2. This means that

Ek[AGz] belongs to a ball centered at [∇L(w)]B with radius r. From the

perfect square identity, we can also see that :

2 ⟨Ek[AGzk ], [∇L(wk)]Bk
⟩ ≥ ∥Ek[AGzk ]∥

2 + ∥[∇L(wk)]Bk
∥2 − r2. Using ba-

sic trigonometry, we have sin θ = r

∥[∇L(wk)]Bk∥
, and since wk ∈ W , we also

have sin θ ≤ 1. Furthermore, from the triangle inequality, ∥Ek[AGzk ]∥ ≥

∥[∇L(wk)]Bk
∥ − r. Combining these inequalities gives:

2⟨Ek[AGzk ], [∇L(wk)]Bk
⟩ ≥ 2(1 − sin θ) ∥[∇L(wk)]Bk

∥2. Further develop-

ment of this inequality and substituting r with the upper bound in Lemma

2 concludes the proof.

Using this result, we obtain the convergence properties of ARGO for
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strongly convex and non-convex functions. Under Assumption 1, we define

L = max
i∈[d]

Li.

Theorem 1 (Strongly convex convergence). Suppose that Assumptions 1, 2,

3 and 4 hold true. Consider Algorithm 1 with a constant learning rate γ. If

γ < 1√
dL

and ∆V < 1, then

E [L(wK)− L∗] ≤
(
1− β

d
µγ(1−∆V )

)K−1

(L(w1)− L∗−H) +H

where L∗ denotes the minimum value of L on Rd and H = d∆U
2βµ(1−∆V )

.

Proof. (Sketch) First, we suppose that ∀k ∈ [T ], wk ∈ W . In Algorithm

1, the parameter vector is updated as follows: wk+1 = wk − γAGzk . Now,

consider an arbitrary k ∈ [T − 1]. Under Assumption 1, i.e., component-

wise Lipschitz continuity of ∇L(w) with coefficient L, we have [40, Sec-

tion 2.1]: L(wk+1) = L(wk − γAGzk) ≤ L(wk) − γ⟨[∇L(wk)]Bk
,AGzk⟩ +

γ2LBk

2
∥AGzk∥

2. Recall that LBk
≤
√
|Bk|L ≤

√
dL. Then, using the

perfect square identity and Lemma 3, and the fact that γ < 1√
dL
, we ob-

tain By taking the conditional expectation Ek [·]: Ek[L(wk+1)] ≤ L(wk) −
γ
2
(1 − ∆(v, f)Vwk

) ∥[∇L(wk)]Bk
∥2 + γ∆(v,f)Uwk

2
. Now, introducing EBk

, the

conditional expectation given Pk\Bk and the Polyak-Lojasiewicz inequal-

ity in the last inequality gives: EBk
Ek[L(wk+1)] ≤ L(wk) −

EBk
[|Bk|]
d

µγ(1 −

∆(v, f)Vwk
)(L(wk) − L∗) +

γ∆(v,f)Uwk

2
. In Algorithm 1, if b1, . . . , bq are the

sizes of the gradients reported by the q workers that have been contacted by

the server in step 4 of the algorithm, then the server selects the vth biggest

size, which is the q−v+1 order statistic in an increasingly sorted set of items.

We now make use of Lemma 3 to compute a lower bound on EBk
[|Bk|]. Then,

knowing that ∆(v, f)V < 1 and µ < mink∈[T ] LBk
≤
√
dL, we rearrange the
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terms to obtain a contraction inequality. By applying it repeatedly through

iterations k ∈ [T − 1], we obtain the first part of the result. Now, if there

exists s ∈ [T ] such that ws /∈ W , then, by definition of subset W , the norm

of the gradient is upper bounded by a term involving U,∆(v, f) and V . Re-

arranging the terms gives the second part of the result. Finally, taking the

maximum of the upper bounds in the two parts concludes the proof.

Unlike convex functions, non-convex functions may have multiple local

minima, making convergence analysis more complex [38], especially for coor-

dinate descent methods [41, 42], which are closer to our algorithm. While it is

hard in general to upper bound the optimality gap, as in previous theorems,

we upper bound the average (and thus the minimum) gradient norm of the

cost function, evaluated using the sequence of parameter vectors {wk}k∈[K]

generated through the iterations 1, . . . K.

Theorem 2 (Non-convex convergence). Suppose that Assumptions 1, 3 and

4 hold. If γ < 1√
dL

and ∆V < 1 then

min
k∈[K]

E
[
∥∇L(wk)∥2

]
≤ 2d(L(w1)− L(w∗))

Kβγ(1−∆V )
+

d∆U

β(1−∆(v, f)V )

Proof. (Sketch) Same as Theorem 1. Instead of using the Polyak-Lojasiewicz

inequality (only valid for the strongly convex case), we rearrange terms to up-

per bound the average (squared) norm of the gradients E
[
1
T

∑T
k=1 ∥∇L(wk)∥2

]
.

Using the fact that mink∈[T ] Xk ≤ 1
T

∑T
k=1Xk, we conclude the proof.
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5.3. Interplay between convergence properties and other factors

Our formal analysis highlights an interplay between the convergence prop-

erties of our algorithm and standard factors such as learning rate, mini-

batch size and data heterogeneity, which is well studied in the literature

[38, 43, 44, 45], but also new factors such as hardware capabilities, Byzan-

tine impact and server’s waiting time. Particularly, we show for the first

time that Byzantine resilience also depends on the hardware capabilities of

workers.

Convergence properties vs runtime complexity and Byzantine

resilience. Note that the variable β plays a crucial role in both theorems 1

and 2. In fact, increasing β improves the convergence rate and the statistical

error of the algorithm. To do so, one can either increase the server’s waiting

time τ or the number of workers selected per iteration q. However, both

actions increase the runtime complexity. One can also decrease the minimum

number to execute the aggregation v, but this action increases the value

of the robustness coefficient ∆(v, f), which has a negative impact on the

convergence properties. Note that v is lower bounded anyway depending on

the aggregation rule (e.g. Median needs v > 2f , where f is the number of

Byzantine workers).

Hardware capabilities vs Byzantine resilience. The robustness

coefficient ∆(v, f) is a quantity that depends on the number of Byzantine

workers in an execution, the attacks they implement and also the performance

of the aggregation rule combined with our algorithm. Recent works [10,

12, 37, 46, 13, 11, 47, 15] guarantee the convergence of their algorithms

in the presence of Byzantine workers, only using conditions on the number
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of Byzantine workers and on the variance-norm ratio of the loss function’s

gradient. It turns out that hardware capabilities are an important part of

the equation. In fact, to cope with a given Byzantine impact (encapsulated

in the variable ∆, there are minimum hardware requirements on the correct

workers to ensure convergence. We formally state this result in Corollary 1.

Corollary 1. Let λi be the computation rate of worker i ∈ C, where C denotes

the set of correct workers. Let τ > 0 be the server’s waiting time per iteration

and ∆ = ∆(v, f) be the robustness coefficient of a robust aggregation rule

used in Algorithm 1. To ensure convergence, the average computation rate

of correct workers λ̄ must satisfy the following:

λ̄ ≥ d

τ

(
1√

dQM∆
−Q′

M

)−1

= Ω

(
∆d

τ

)

where λ̄ = 1
|C|
∑
i∈C

λi, QM = max
w∈Rd

Qw and Q′
M = max

w∈Rd
Q′

w.

Proof. (Sketch) In both theorems 1 and 2, we introduced the necessary con-

dition ∆V > 1. Using the fact that 1
λ′
i
=

|Si|d
τλi

−1

|Si|−1
is greater than d

τλi
, we obtain

a lower bound on the quantity 1
|C|
∑
i∈C

1
λi
. Finally, by noting that the inverse

of this quantity is exactly the harmonic mean of λ1, · · · , λnc , we conclude the

proof using the fact that the arithmetic mean is greater than the harmonic

mean.

6. Empirical Evaluation

Through this section, we first demonstrate the possibility to exploit a

network of weak devices (e.g. mobile devices) in distributed learning tasks
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using ARGO. We also conduct experiments to showcase the interplay be-

tween factors such as convergence properties, hardware heterogeneity, data

heterogeneity and Byzantine impact. Finally, we evaluate the energy con-

sumption of executing a distributed learning task on mobile devices (using

our algorithm) against executing it in a server computer (using standard

SGD), and show that the first scheme is significantly more energy efficient.

6.1. Experimental setup

To simplify the presentation, we evaluate the performance of ARGO

(used with a vanilla SGD update rule) against vanilla SGD to eliminate the

impact of more advanced solvers such as NAG [48], RMSprop [49], Ada-

Grad [50] or Adam [51], that are still misunderstood from a technical view-

point. For a fair comparison, we also use the same learning rate and mini-

batch size for SGD and ARGO in every experiments.

Models and datasets. To confirm our theoretical results, we evalu-

ated our procedure on a broad class of models, including linear regression,

binary logistic regression and support vector machine, on several benchmark

datasets (such as Boston3, Wisconsin Breast Cancer4, or Phishing5). We also

considered multinomial logistic regression and feed-forward neural network,

trained on MNIST6 and Fashion-MNIST7. In the main paper, we only present

a selection of experiments, but our findings were consistent across the full

3http://lib.stat.cmu.edu/datasets/boston
4https://archive.ics.uci.edu/ml/datasets/breast+cancer+wisconsin+

(diagnostic)
5https://archive.ics.uci.edu/ml/datasets/phishing+websites
6http://yann.lecun.com/exdb/mnist/
7https://github.com/zalandoresearch/fashion-mnist
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set of experiments we considered.

Network architecture and hardware specification. We emulate the

hardware capabilities of workers through the computation rate variable we

introduced in Section 3. Basically, we classify workers into three categories

characterizing their computational capabilities, namely: “weak”, “average”

and “powerful”. Each category represents a set of workers whose computa-

tion rates are normally distributed over a fixed mean value that depends on

the learning task. We consider several computation profiles for the network:

• Cstandard: 30% of weak, 40% of average and 30% of powerful devices;

• Cweak: all devices are weak;

• C1: 90% of weak and 10% of average devices;

• C2: 70% of weak and 30% of average devices;

• Cpowerful all devices are powerful.

At each iteration, the server only contacts a random set of q workers, and

aggregates their responses using a given aggregation rule, after a waiting time

τ . By default, we assume that we are in the standard scenario Cstandard, set

q
n
= 0.8, and use Average and Median (a special case of Trimmed Mean) as

aggregation rules in honest and Byzantine environments, respectively, unless

specified otherwise.

Data heterogeneity. We experiment both homogeneous and hetero-

geneous partitioning of datasets over the workers. In the homogeneous case,

each worker is assigned a non-overlapping independent and identically dis-

tributed sample from the training set. We construct heterogeneous versions
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of the datasets by restricting the classes detained by each workers. Specifi-

cally, in our experiments, each worker only has access to data points for two

classes out of ten from the MNIST and Fashion-MNIST datasets.

Byzantine workers. We use two state-of-the-art Byzantine attacks

[52, 53] to evaluate the impact of our new learning scheme on the robustness

of existing aggregation rules (Krum [10], Trimmed Mean [37] and Aksel [11]).

These attacks exploit the normal distribution of correct estimates to con-

struct Byzantine values that are still within a few standard deviations from

the true mean. Byzantine workers start implementing the aforementioned

attacks at iteration 10 of each experiment. For comparison, we always plot

the test accuracy of averaging under no attack.

6.2. Performance analysis of ARGO

We first present an experiment (Figure 1) supporting the main concept of

the very title of this work: overcoming hardware dependence in distributed

learning. The principal advantage of ARGO is to allow the server to re-

ceive information from all the workers at each iteration, while SGD discards

weaker workers at the expense of losing valuable information from their local

datasets. This main difference explains the performance of our algorithm

against the standard SGD, as illustrated in Figure 1a. While SGD’s perfor-

mance is strongly correlated with the computation capabilities of the work-

ers, ARGO shows roughly the same convergence properties, independently

of the hardware profile of the workers. Interestingly, using ARGO allows to

reach top performance, even with a network full of weak devices, which is

impossible with standard learning schemes.

Next, we conduct another experiment (Figure 2) measuring this time the
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Figure 1: Training a multinomial logistic regression on a heterogeneously parti-
tioned MNIST dataset, using n = 100 workers in an honest setting. ARGO shows
improved convergence properties (final accuracy, convergence rate) w.r.t. SGD,
even in the weakest scenario Cweak where all workers have low hardware profiles
(see Figure 1a). Figure 1b explains this improvement by the fact that ARGO
receives more descent direction estimations that SGD, even in very restricted net-
work profiles (Cweeak: all the workers are weak devices), where no worker is able
to compute an estimation in the case of SGD.

actual runtime (wall-clock) in milliseconds of both algorithms, and show the

effect of waiting time τ on both total runtime and final accuracy. When there

is no waiting time limit (τ = ∞), SGD is slow, but achieves good accuracy

by learning from all workers’ datasets. Setting a time limit per iteration

(τ = 32) speeds up SGD, but results in lower accuracy when the dataset is

not evenly partitioned, because of discarded data points from weak workers.

With ARGO, even with a waiting time limit, workers can adjust their tasks,

leading to better overall accuracy without slowing down the procedure. Note

that this experiment favors ARGO even when hardware capabilities allow

the use of SGD.

In the previous experiments, one can see that ARGO shows nearly the

same convergence pattern for all scenarios. In the experiment reported in
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Figure 2: Training a multinomial logistic regression on MNIST, heterogeneously
partitioned over n = 100 honest workers. The server averages the estimates of
q = 80 random workers at each iteration. When τ = ∞, the server waits for the
slowest device to send its message. When τ = 32, the server waits for 32 time
units, and only aggregates the received messages.

Figure 3, we voluntarily set the computation rates of the weak devices to

very low values, in order to get a lower accuracy using the weakest scenario

Cweak. While using ARGO with a network full of weak workers still shows

good performance, we demonstrate that replacing only 10% of these weak

devices by average workers is sufficient to match the convergence quality of

an all-powerful network on MNIST. This experiment is very interesting, and

motivates the use of ARGO in industry-scale machine learning applications.

For instance, a company may train a complex machine learning model using

ARGO with data available on smartphones, which can be considered as

weak devices. Then, it can introduce a few powerful computers to boost the

learning performance. The result would be similar to a scenario where all

the data is relocated into one location, and trained with strong computers
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using SGD.

0 250 500 750 1000 1250 1500 1750
Rounds

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

Te
st

 A
cc

ur
ac

y

ARGO, Cweak

ARGO, C1
ARGO, C2
ARGO, C3
ARGO, Cpowerful

Figure 3: Training a multinomial logistic regression on MNIST, homogeneously
partitioned over n = 100 honest workers. The server averages the estimates of
q = 80 random workers at each iteration. Interestingly, replacing 10% of weak
devices by average ones (C1) is sufficient to match the performance of (Cpowerful).

Finally, we demonstrated in Corollary 1 that the average hardware capa-

bilities of correct workers is lower-bounded by a term involving the waiting

time τ , the model dimension d and the Byzantine impact ∆. The experiment

in Figure 4 illustrates this concept: although coordinate-wise median [13] is

a robust statistic that can defend against attacks in an environment where

nearly half of the workers are Byzantine (f = 39 out of q = 80 workers), the

algorithm fails to converge even for f = 20 for the hardware scenario C1.

In other words, the computation rates in C1 do not satisfy the condition of

Corollary 1 for f = 20.
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Figure 4: Training a multinomial logistic regression on MNIST, with a total of
n = 100 workers. The server aggregates the partial gradients of q = 80 random
workers using Median, at each iteration. We consider scenario C1, with 90% of
weak devices and 10% of powerful ones. At iteration 10, a number f of Byzantine
workers attack the system by implementing the attack described in [52]. We vary
the number of Byzantine workers and show that when f > 20, ARGO fails to
converge.

6.3. Energy efficiency of ARGO on mobile devices

In the above section, we evaluated the performance (i.e. accuracy, run-

time, Byzantine resilience) of ARGO, executed in a distributed environ-

ment using a computer. While ARGO is clearly a better variant than SGD

for computer implementations, its true advantage is the possibility to move

the computations to weak devices, where SGD cannot be executed due to

its expensive iteration, hardware-wise. In that sense, we developed a cross-

platform mobile application (working on Android and iOS operating systems)

that implements the “worker device” part of ARGO.

Methodology for evaluating energy consumption. To measure

the energy consumption, we follow the methodology described in [54], which
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we summarize as follows: for computers, a processor core is shielded and con-

figured to a fixed frequency, then the algorithm is pinned to this core in order

to evaluate its exact energy consumption using the PowerStat software tool,

excluding the consumption of operating system routines and other processes.

For mobile devices, we use Power Manager 8 [54], a power profiling mobile

application that collects key performance indicators (e.g., current, voltage,

execution time) at specific intervals. Similarly to computers, mobile devices

should be configured to the lowest running state, by shutting down unneces-

sary services (e.g., Bluetooth, location, screen brightness, etc.) to accurately

measure the energy consumption of the algorithm.

Setup and hardware characteristics. In the following experiment,

we train a feed-forward neural network on the MNIST dataset for 2000 itera-

tions, using one worker device. We evaluate the energy consumption following

the aforementioned methodology for (1): the worker is a computer (power-

ful device) running SGD and (2): the worker is a mobile device executing

ARGO. Then, we infer the total consumption of a distributed learning by

multiplying the number of devices in a run by the estimated energy con-

sumption of the corresponding device category. We present in Table ?? the

hardware characteristics of the devices used in our experiment.

In Figure 5, we can see that using mobile devices for a distributed learn-

ing task reduces the energy consumption by up to 94%, when compared

to a computer-based distributed learning, while maintaining similar conver-

gence properties. In scenario C1, involving 90% of mobile devices and 10%

of computers (which is a realistic scenario for an industrial AI project), the

8https://github.com/karimboubouh/PowerManager
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Platform OS CPU Frequency RAM
Linux
Server

Ubuntu
20.04 LTS

Intel Xeon
W-2123

Min 1.2 GHz
Max 3.6
GHz

32GB

Android
Device

Android 13 Google Ten-
sor G1

Min 1.8 GHz
Max 2.8
GHz

6GB

Table 1: Hardware and software characteristics of the considered server and Android device
used in our experiments.

energy consumption of the learning task is still significantly low, but slightly

improves convergence properties to match the computer-based learning per-

formance.
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Figure 5: Training a feed-forward neural network on the MNIST dataset for 1800
iterations, using q = 80 workers. The energy consumption of this distributed
learning task using ARGO with exclusively mobile devices is significantly lower
than the same task executed using SGD on computers. Scenario C1 offers a better
compromise in terms of energy efficiency and convergence properties, which is only
possible using our algorithm.
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7. Conclusion

We presented ARGO, a new optimization algorithm that allows the ex-

ecution of distributed learning tasks on weak devices such as smartphones.

This is achieved by (1) adapting the iteration cost to the hardware capabil-

ities of each device, (2) allowing dynamic participation of devices and (3)

defending against possible Byzantine devices (honest failures or malicious

attacks). We proved ARGO’s convergence under a non-trivial combination

of hypotheses, namely: Byzantine failures, computational heterogeneity and

data heterogeneity. Our theory demonstrated important tensions between

relevant factors such as statistical error rate, impact of Byzantine workers,

the time complexity of the algorithm and its convergence rate, which we also

supported empirically. Particularly, we proved for the first time a lower

bound on the hardware capabilities of correct workers to defend against

Byzantine influence, in order to ensure convergence. Finally, we analyzed

the energy consumption of ARGO running on mobile devices, and showed

that it is significantly more energy efficient than traditional learning schemes

running on computers, while maintaining similar convergence properties.

On a more ethical side, our work encourages data privacy by making

smartphones (which are the most important personal data carrier nowadays)

contribute directly to AI projects, without exposing local data to third par-

ties. Furthermore, this work opens an interesting line of open questions,

among which: (1) How can we design masking schemes for transformers,

which constitute the backbone of modern large language models? (2) Can

our work be extended to second order optimization algorithms? And finally,

(3) what is the impact of network bandwidth on the performance of our
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algorithm? We leave these questions open for future works.
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A. Beygelzimer, F. d'Alché-Buc, E. Fox, R. Garnett (Eds.), Advances

in Neural Information Processing Systems, Vol. 32, Curran Associates,

Inc., 2019, pp. 8635–8645.

URL https://proceedings.neurips.cc/paper/2019/file/

ec1c59141046cd1866bbbcdfb6ae31d4-Paper.pdf

[54] R. Basmadjian, K. Boubouh, A. Boussetta, R. Guerraoui, A. Maurer,

On the advantages of p2p ml on mobile devices, in: Proceedings of the

41

http://jmlr.org/papers/v12/duchi11a.html
http://jmlr.org/papers/v12/duchi11a.html
http://jmlr.org/papers/v12/duchi11a.html
http://arxiv.org/abs/1903.03936
https://proceedings.neurips.cc/paper/2019/file/ec1c59141046cd1866bbbcdfb6ae31d4-Paper.pdf
https://proceedings.neurips.cc/paper/2019/file/ec1c59141046cd1866bbbcdfb6ae31d4-Paper.pdf
https://proceedings.neurips.cc/paper/2019/file/ec1c59141046cd1866bbbcdfb6ae31d4-Paper.pdf
https://proceedings.neurips.cc/paper/2019/file/ec1c59141046cd1866bbbcdfb6ae31d4-Paper.pdf


Thirteenth ACM International Conference on Future Energy Systems,

2022, pp. 338–353.

42



Supplementary material of the paper:
Overcoming Hardware Dependence in Distributed Learning

Karim Boubouha, Amine Boussettaa,∗, Rachid Guerraouib, Alexandre Maurera

aCollege of Computing, UM6P, Benguerir, Morocco
bDistributed Computing Laboratory, EPFL, Lausanne, Switzerland

1. Summary of contributions and changes regarding the original work

In our original paper, we proposed a genuine adaptive algorithm (HgO) inspired by block coordinate descent
methods, where devices are allowed to compute a few partial derivatives instead of the full gradient, depending on
their hardware capabilities. Combined with a robust aggregation rule, the algorithm is shown to be Byzantine-resilient
with an adaptive iteration cost, and to converge under a set of mild assumptions. Although strong results were derived
in this work, the main algorithm, as well as its theoretical guarantees, only apply to separable cost functions, in order
to compute partial derivatives independently. This includes many “simple” problems in ML such as linear regression,
logistic regression, support vector machines and so forth. We extend this work to non-separable cost functions,
which represent the largest category of ML models used in the industry nowadays: feed-forward neural networks,
convolutional neural networks and transformers, which are the building block of modern AI-enabled applications
(Apple’s Siri, Open AI’s ChatGPT, Ultralytics’s Yolo . . . ). We detail the new contributions as follows:

Design. In the original algorithm, each worker computes a few partial derivatives independently, whose indices
are randomly shuffled by the server. This approach cannot work in the case of non-separable cost functions. We
modify the algorithm such that each worker applies a masking scheme that reduces the model size, depending on its
hardware, before computing the full gradient. In this case, random shuffling of coordinate indices is replaced by a
consistent randomization, taking into consideration the ML model architecture.

Formal analysis. The original theoretical guarantees did not cover some aspects of the algorithm, namely: the
sub-selection of q available workers among the full set of workers, the minimum number d to execute an aggregation
rule, as well as the expected number of coordinates selected after applying steps 7 to 11 of the algorithm, which was
denoted as E[|Bk|] in the original proof. In this extension, we derive a lower bound of this quantity in Lemma 1, which
allows us to include the aforementioned parameters in our theoretical analysis, thus offering a better understanding
of the dynamics of the algorithm. We also introduce a new definition on masking schemes, and modify the proofs of
Lemma 2 and Lemma 3 to take into consideration the impact of model sub-selection (step 5 of honest worker procedure
in our algorithm). Finally, we formalize the discussion on the interplay between hardware capabilities and Byzantine
impact in Corollary 1 and give, for the first time, a lower bound on the average hardware capabilities of correct workers
λ̄ = Ω

(
d∆
τ

)
, given a Byzantine impact ∆, a model dimension d and a server’s waiting time τ , to ensure convergence.

Energy efficiency. We execute the mobile version of our algorithm on smartphones, and show that running
distributed learning tasks on mobile devices consumes significantly less energy than executing the same task on
computers, while maintaining similar convergence properties. This further highlights the practicality of using our
algorithm in industry-scale learning for privacy, performance and, most importantly, energy efficiency.

2. Additional results and explanations

In this section, we provide more details supporting our theoretical analysis as well as proposition on the ∆-
robustness of Trimmed Mean.

2.1. On the learning rate

In the above theorems, we used a tight (safe) upper bound on the learning rate γ < 1√
dL

to eliminate the dependence

on the random block B constructed by the server at step 10 in Algorithm 1. However, HgO only requires the following
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condition γk < 1√
|Bk|L

at each iteration. Note that the new upper bound is looser and allows for big steps, depending

on the block size |Bk|, which varies at each iteration. In practice, one can use a dynamic learning rate γk, inversely
proportional to

√
|Bk|, to improve the convergence rate.

2.2. On the generality of our results

Our work encapsulates a large family of Byzantine-resilient and non-Byzantine-resilient optimization algorithms.
For instance, in [1], the author studies Random Coordinate Descent (RCD), where a single random index (b = 1) is
selected at each iteration, and the adequate coordinate is updated following a gradient step. In this simple algorithm,
the gradient step is computed using a learning rate and a partial derivative, which is itself computed using the
complete dataset. Since an exact non-distributed computation is executed, there will be no variance (Mk = Qk = 0),
no aggregation (∆(v, f) = 0), no mini-batch (∀i ∈ [n], si = 1) and no bias (∀(i, j) ∈ [N ] × [d], δi,j = 0), which means
that Uw = Vw = 0 and Hk = 0. Replacing these values in Theorem 1 recreates the convergence result for RCD,
presented in the second part of Theorem 1 in [1].

2.3. On the ∆-robustness of Trimmed Mean

Trimmed Mean (Tm) is a classical robust statistic that has been studied in the literature, especially in the field
of Byzantine machine learning. With a truncation parameter t, the function Tm : Rρ −→ R averages all but the t
smallest and largest values among the ρ initial values where we assume that f < t < ρ/2. In [2], the authors derived,
assuming unbiased estimation, an upper bound on the trimmed mean of ρ scalars with f among them being possibly
Byzantine, by leveraging results on order statistics. We extend their result to biased estimation. Recall that C denotes
the set of correct workers, and for each i ∈ C its gradient Gi(w) at parameter w ∈ Rd is defined by (1). We also denote
the gradients sent by a Byzantine worker i by Gi(w), which however may be arbitrary.

Proposition 1. Let ρ > 2f , then for all w ∈ Rd and j ∈ [d] and for any Q ⊂ [n], such that |Q| > ρ we have

E
[
(Tmj − {∇L(w)}j)2

]
≤ ∆(ρ, f)

(
1

|C ∩Q|
∑

i∈C ∩Q
E
[
|{Gi(w)}j − {∇L(w)}j |2

])

where ∆(ρ, f) = 2|C∩Q|(t+|C∩Q|)
(|C∩Q|−t)2 and Tmj denotes Tm:

(
{Gi(w)}j ; i ∈ Q

)
.

2.4. Linking biased estimation with data heterogeneity

Besides the differences in workers’ computational capabilities, distributed learning also faces the challenge of data
heterogeneity, i.e., the data partitioning amongst the workers need not be uniform. Thus, even the correct workers
are unable to compute unbiased estimates of the true gradient ∇L(w), as pictorially shown in Figure 1 below, where
the expectation of the jth partial derivative computed using the ith data point is a simple translation of the target
parameter.

Figure 1: The dashed blue curves model the distributions of local data as seen by each worker. The green curve models the true distribution
of data. In our setting, each worker tries to estimate a block of partial derivatives of the true cost function using only its local data. Due
to data heterogeneity, the estimates of the workers are variously biased.

3. Proof of theoretical results

We recall all the variables used in this work and their corresponding designation.
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Table 1: List of variables and their designation

N Total number of data points across the network
n Number of workers
λi Computation rate of worker i
f Maximum number of Byzantine workers
Qj Set of workers that computed coordinate j
Cj Set of correct workers that computed coordinate j
q Number of random workers selected by the server
τ Number of time units the server waits for worker’s estimations
AR Robust aggregation rule
∆ Robustness coefficient of AR
v Minimum number of workers to execute the aggregation
µ Strong convexity parameter
Li Coordinate-wise lipschitz parameter
wk Parameter vector at iteration k
Mi Masking scheme used by worker i
zk sub model of worker i: zk = Mi(wk)
d Dimension of the parameter vector
Si Local data set of worker i
ζi Random mini-batch selected by worker i
si = |ζi| mini-batch size
Bi Block of coordinates computed by worker i
bi = |Bi| Block size
L Cost function being optimized
l(w, x) loss computed at w using the data point x
Gi Gradient estimation of worker i
∇L(w) True gradient
{X}j jth coordinate of vector X
[X]B {[X]B}j = {X}j if j ∈ B, = 0 otherwise
γ Learning rate (step size)
δi,j Bias parameter of worker i at coordinate j
Mk, Qk Variance parameters of [∇l(w, x)]j ,∀j ∈ [d] and w ∈ Rd

ϵk,M
′
k, Q

′
k Bias and variance parameters of gradients using an (ϵk,M

′
k, Q

′
k)− masking scheme

F0 = L(w1)− L(w∗) (initial gap)

3.1. Proof of Proposition 1

Proof. Let us consider w ∈ Rd, j ∈ [d] and Q ⊂ [n], such that |Q| > ρ. From a prior result [2, proof of Theorem 1],
we have (

Tmj − {∇L(w)}j
)2

≤ 2

(|C ∩ Q| − t)2

( ∑
i∈C∩Q

({Gi(w)}j − {∇L(w)}j)

)2

+ t
∑

i∈C∩Q
({Gi(w)}j − {∇L(w)}j)

2

 . (1)

Furthermore, from Jensen’s inequality and the fact that correct workers sample mini-batches independently, we get

E

( ∑
i∈C∩Q

({Gi(w)}j − {∇L(w)}j)

)2
 ≤ |C ∩ Q|

∑
i∈C∩Q

E
[
|{Gi(w)}j − {∇L(w)}j |

2
]
. (2)

Hence taking the expectation on both sides in (1) and using (2) we get the expected result.

3.2. Proof of Lemma 1

Lemma. Let λi and si be the computation rate and the mini-batch size of worker i for i ∈ [n], and τ > 0 be the server’s
waiting time. Suppose that λ ∼ N (µλ, σ

2
λ) and s ∼ N (µs, σ

2
s) with coefficients of variation satisfying δλ = σλ

µλ
< 1 and
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δs = σs

µs
< 1, and λ

s ∈
[
µλ

µs
±
(

µλ

µs

)√
δ2λ + δ2s

]
. Then the kth order statistic of n independently drawn samples from

the random variable b = λτ
s is approximated by a normal distribution, and we have:

max

{
τ
µ̂λ

µ̂s

(
1−

√
(δ2λ + δ2s)

n− k

k

)
, bmin

}
≤ E[b(k)]

where µ̂λ = 1
n

∑
i∈[n] λi, µ̂s = 1

n

∑
i∈[n] si, σ̂λ

2 = 1
n

∑
i∈[n](λi − µλ)

2, σ̂s
2 = 1

n

∑
i∈[n](si − µs)

2 and δx = σx

µx

for x ∈ [λ, s].

Proof. Suppose that λ and s are two independent random variables following the normal distributions N (µλ, σ
2
λ) and

N (µs, σ
2
s) respectively. The maximum likelihood estimators of the location and scale parameters are the sample mean

and the sample variance. We have then:

µ̂λ =
1

n

∑
i∈[n]

λi , µ̂s =
1

n

∑
i∈[n]

si

σ̂λ
2 =

1

n

∑
i∈[n]

(λi − µλ)
2 , σ̂s

2 =
1

n

∑
i∈[n]

(si − µs)
2

Note that the random variable b = λτ
s is a fraction of two random variables λ and s, multiplied by a scalar τ ,

and therefore follows a ratio distribution. To find closed form expressions for its expectation and its variance, we

use a normal approximation of the ratio distribution derived in [3]: since µ̂λ, µ̂s, σ̂2
λ and σ̂2

s are positive distribution

parameters, and the coefficient of variation δλ = σ̂λ

µ̂λ
< 1 and δs = σ̂s

µ̂s
< 1, we have the following for all λ

s ∈[
µ̂λ

µ̂s
±
(

µ̂λ

µ̂s

)√
δ2λ + δ2s

]
:

E
[
λ

s

]
=

µ̂λ

µ̂s
, var

(
λ

s

)
=

(
µ̂λ

µ̂s

)2

(δ2λ + δ2s)

Since b = λτ
s , we also have:

E[b] = µb = τ
µ̂λ

µ̂s
, var(b) = σ2

b = τ2
(
µ̂λ

µ̂s

)2

(δ2λ + δ2s)

Now, the random variable b approximately follows a normal distribution N (µb, σ
2
b ). We are interested in the

expected value of the kth element of the increasingly sorted n samples b1, . . . , bn). Using the lower bound on the
expected order statistics from Theorem 3.19 in [4], we obtain:

µb − σb

√
n− k

k
≤ E[b(k)] (3)

Since we know that that b ≥ bmin from Equation 3, we obtain a tighter lower bound for 3:

max

{
µb − σb

√
n− k

k
, bmin

}
≤ E[b(k)]

which concludes the proof.

3.3. Proof of Lemma 2

We first define the expectations used in what follows:

• Ek [·]: the conditional expectation given the history Pk =
{
w1, . . . , wk;AGw1 , . . . , AGwk−1

;Bk

}
• EBk

: the conditional expectation given Pk\Bk

• E [·] = EB1
E1 [. . .EBk

Ek . . .]: the expectation over the total randomness of the algorithm

Now we restate the lemma for convenience.
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Lemma. Suppose that Assumptions 3 and 4 hold true. Consider the k-th step of Algorithm 1 and Bk the block
computed by the server at step k. If AR is ∆(v, f) robust at wk then

Ek

[
∥AGzk − [∇L(wk)]Bk

∥2
]
≤ ∆(v, f)

(
Uwk

+ Vwk
∥[∇L(wk)]Bk

∥2
)

(4)

where s′i :=
si(|Si|−1)
|Si|−si

, Uwk
= 1

| C |
∑

j∈[d]

(∑
i∈C

(
Mwk

s′i
(s′iQ

′
wk

+ 1) +M ′
wk

+ δ2i,j + ϵ2j

))
,

Vwk
= 1

| C |

( ∑
j∈[d]

(∑
i∈C

Qwk

s′i
(s′iQ

′
wk

+ 1)

)2
) 1

2

, and C denotes the set of honest workers.

Proof. First, we consider an arbitrary correct worker i and block Bk ⊆ [d]. Recall that Gi(wk) =
1
si

∑
x∈ζi

∇ℓ(wk, x)
and Gi(zik) = Gi(Mi(wk)) where ζi is a mini-batch of si data points sampled randomly from Si, and zik is the reduced
parameter vector obtained by worker i after applying a masking function Mi. Note that

∥[Gi(zk)]Bk
− [∇L(wk)]Bk

∥2 = ∥[Gi(zk)]Bk
− [Gi(wk)]Bk

+ [Gi(wk)]Bk
− [∇L(wk)]Bk

∥2 (5)

≤ 2 ∥[Gi(zk)]Bk
− [Gi(wk)]Bk

∥2 + 2 ∥[Gi(wk)]Bk
− [∇L(wk)]Bk

∥2 (6)

At this stage, it is important to identify the source of randomness in inequalities 5. For a given block Bk and parameter
vector wk, randomness comes from the mini-batch selection ζi and the masking scheme used by worker i. The latter
is directly linked to the shuffled set of weight indices Ck constructed by the server (see step 3 of Algorithm 1). We
define Eζi and EMi as the expectation over the mini batch and the expectation over the masking scheme, respectively.
We also set EζM = Eζi EMi

as the total conditional expectation given Pk. We have then:

EζM ∥[Gi(zk)]Bk
− [∇L(wk)]Bk

∥2 ≤ 2EζM ∥[Gi(zk)]Bk
− [Gi(wk)]Bk

∥2 + 2EζM ∥[Gi(wk)]Bk
− [∇L(wk)]Bk

∥2 (7)

Using the decomposition of the total error into bias and variance on the two right hand side terms of the previous
inequality, we obtain for the first term:

EζM ∥[Gi(zk)]Bk
− [Gi(wk)]Bk

∥2 = EζM ∥[Gi(zk)]Bk
− EMi [[Gi(zk)]Bk

] + EMi [[Gi(zk)]Bk
]− [Gi(wk)]Bk

∥2 (8)

= EζM ∥[Gi(zk)]Bk
− EMi [[Gi(zk)]Bk

]∥2 + EζM ∥EMi [[Gi(zk)]Bk
]− [Gi(wk)]Bk

∥2
(9)

= Eζi

[
EMi ∥[Gi(zk)]Bk

− EMi [[Gi(wk)]Bk
]∥2 + ∥EMi [[Gi(zk)]Bk

]− [Gi(wk)]Bk
∥2
]
(10)

= Eζi

∑
j∈Bk

EMi
[([Gi(zk)]j − EMi

[[Gi(wk)]j ])
2] +

∑
j∈Bk

(EMi
[[Gi(zk)]j ]− [Gi(wk)]j)

2


(11)

Since Mi is an (ϵ,M ′, Q′)-masking, we have:

EζM ∥[Gi(zk)]Bk
− [Gi(wk)]Bk

∥2 ≤ Eζi

bkM ′
wk

+Q′
wk

∥[Gi(wk)]Bk
∥2 +

∑
j∈Bk

ϵ2j

 (12)

= bkM
′
wk

+
∑
j∈Bk

ϵ2j +Q′
wk

Eζi ∥[Gi(wk)]Bk
∥2 (13)

Using the fact that E[X2] = E[X − E[X]]2 − E[X]2 ≤ E[X − E[X]]2, we also have:

EζM ∥[Gi(zk)]Bk
− [Gi(wk)]Bk

∥2 ≤ bkM
′
wk

+
∑
j∈Bk

ϵ2j +Q′
wk

Eζi ∥[Gi(wk)]Bk
− Eζi [Gi(wk)]Bk

∥2 (14)
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Using again Assumption 4, we obtain:

EζM ∥[Gi(zk)]Bk
− [Gi(wk)]Bk

∥2 ≤ bk(Mwk
Q′

wk
+M ′

wk
) +

∑
j∈Bk

ϵ2j +Qwk
Q′

wk
∥[∇L(wk)]Bk

∥2 (15)

Now for the second term in 7, we have:

EζM ∥[Gi(wk)]Bk
− [∇L(wk)]Bk

∥2 = Eζi ∥[Gi(wk)]Bk
− [∇L(wk)]Bk

∥2 (16)

=
[
∥[Gi(zk)]Bk

− Eζi [[Gi(wk)]Bk
]∥2
]

︸ ︷︷ ︸
A

+ ∥Eζi [[Gi(wk)]Bk
]− [∇L(wk)]Bk

∥2︸ ︷︷ ︸
B

(17)

We now obtain below upper bounds on A and B.
A). Note that ζi is a mini-batch obtained by sampling si random data points from Si without replacements, where

si = |ζi|. Furthermore, by definition of [·]Bk
, ∀y ∈ Rd we have ∥[y]Bk

∥2 =
∑

j∈Bk
({y}j)2. Hence, from [5], we have

Eζi

[
∥[Gi(wk)]Bk

− Eζi [[Gi(wk)]Bk
]∥2
]
≤ Ez∼Si

∑
j∈Bk

(
{∇l(wk, z)}j − Ex∼Si

[
{∇l(wk, x)}j

])2( |Si| − si
si(|Si| − 1)

)
.

Recall that for all s′i :=
si(|Si|−1)
|Si|−si

. Finally, substituting from Assumption 4 we obtain that

Eζi

[
∥[Gi(wk)]Bk

− Eζi [[Gi(wk)]Bk
]∥2
]
≤
∑
j∈Bk

(
Mwk

s′i
+

Qwk

s′i
({∇L(wk)}j)2

)
=

bkMwk

s′i
+

Qwk

s′i
∥[∇L(wk)]Bk

∥2 (18)

where bk is the size of block Bk.
B). Similarly, we note that

∥Eζi [[Gi(wk)]Bk
]− [∇L(wk)]Bk

∥2 = ∥Ex∼Si [[∇ℓ(wk, x)]Bk
]− [∇L(wk)]Bk

∥2

Substituting from Assumption 3 above, we obtain that

∥Eζi [[Gi(wk)]Bk
]− [∇L(wk)]Bk

∥2 ≤
∑
j∈Bk

δ2i,j . (19)

Substituting from (18) and (19) in (5) we obtain that

Eζi

[
∥[Gi(wk)]Bk

− [∇L(wk)]Bk
∥2
]
≤ bkMwk

s′i
+
∑
j∈Bk

δ2i,j +
Qwk

s′i
∥[∇L(wk)]Bk

∥2 . (20)

Now plugging 15 and 20 into 6, we obtain:

EζM ∥[Gi(zk)]Bk
− [∇L(wk)]Bk

∥2 ≤ bk

(
Mwk

(
Q′

wk
+

1

s′i

)
+M ′

wk

)
+
∑
j∈Bk

(δ2i,j + ϵ2j )+

Qwk

(
Q′

wk
+

1

s′i

)
∥[∇L(wk)]Bk

∥2 (21)

As Bk is an arbitrary subset of [d], (21) implies that for all j ∈ Bk,

EζM[({Gi(zk)}j − {∇L(wk)}j)2] ≤ Mwk

(
Q′

wk
+

1

s′i

)
+M ′

wk
+ δ2i,j + ϵ2j +Qwk

(
Q′

wk
+

1

s′i

)
{∇L(wk)}2j (22)

=
Mwk

s′i
(s′iQ

′
wk

+ 1) +M ′
wk

+ δ2i,j + ϵ2j +
Qwk

s′i
(s′iQ

′
wk

+ 1){∇L(wk)}2j (23)

Next, recall that in the algorithm for each j ∈ Bk the server receives the partial derivatives from at least v workers
denoted by set Qj , i.e., |Qj | ≥ v. We denote the set of correct workers that send the j-th coordinate of their gradients
by Cj = C ∩Qj . Since (23) holds for an arbitrary correct worker i ∈ C, we obtain that:
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1

| Cj |
∑
i∈Cj

EζM
[
({Gi(zk)}j − {∇L(wk)}j)2

]
≤ 1

| Cj |
∑
i∈Cj

(
Mwk

s′i
(s′iQ

′
wk

+ 1) +M ′
wk

+ δ2i,j + ϵ2j

)
+

1

| Cj |
∑
i∈Cj

Qwk

s′i
(s′iQ

′
wk

+ 1){∇L(wk)}2j . (24)

Now, as AR is assumed ∆(v, f)-robust at wk, by Definition 2,

Ek

[
({AGzk}j − {∇L(wk)}j)2

]
≤ ∆(v, f)

 1

| Cj |
∑
i∈Cj

EζM
[
({Gi(zk)}j − {∇L(wk)}j)2

] .

Substituting from (24) above we obtain that

Ek({AGzk}j − {∇L(wk)}j)2 ≤

∆(v, f)

 1

| Cj |
∑
i∈Cj

(
Mwk

s′i
(s′iQ

′
wk

+ 1) +M ′
wk

+ δ2i,j + ϵ2j

)
+

1

| Cj |
∑
i∈Cj

(
Qwk

s′i
(s′iQ

′
wk

+ 1){∇L(wk)}2j
) . (25)

By summing both sides in (25) over all j ∈ B we obtain that:

Ek[
∥∥[AGzk ]Bk

− [∇L(wk)]Bk

∥∥2] ≤
∆(v, f)

 ∑
j∈Bk

 1

| Cj |
∑
i∈Cj

(
Mwk

s′i
(s′iQ

′
wk

+ 1) +M ′
wk

+ δ2i,j + ϵ2j

)+
∑
j∈Bk

 1

| Cj |
∑
i∈Cj

Qwk

s′i
(s′iQ

′
wk

+ 1)

 {∇L(wk)}2j

 . (26)

Using Cauchy-Schwartz |
∑
i

aibi| ≤
(∑

i

a2i

) 1
2
(∑

i

b2i

) 1
2

, we have

∑
j∈Bk

 1

| Cj |
∑
i∈Cj

Qwk

s′i
(s′iQ

′
wk

+ 1)

 {∇L(wk)}2j

 ≤

∑
j∈Bk

 1

| Cj |
∑
i∈Cj

Qwk

s′i
(s′iQ

′
wk

+ 1)

2


1
2 ∑

j∈Bk

{∇L(wk)}4j

 1
2

.

(27)

Recall that

(∑
i

a2i

) 1
2

≤
∑
i

|ai|. Thus,

∑
j∈Bk

{∇L(wk)}4j

 1
2

≤
∑
j∈Bk

{∇L(wk)}2j (28)

Recall that [AGzk ]Bk
= AGzk . Hence, substituting from (27) and (28) in (26), we have

Ek[∥AGzk − [∇L(wk)]Bk
∥2] ≤ ∆(v, f)

∑
j∈Bk

 1

| Cj |
∑
i∈Cj

(
Mwk

s′i
(s′iQ

′
wk

+ 1) +M ′
wk

+ δ2i,j + ϵ2j

)+

∆(v, f)


∑

j∈Bk

 1

| Cj |
∑
i∈Cj

Qwk

s′i
(s′iQ

′
wk

+ 1)

2


1
2 ∑

j∈Bk

{∇L(wk)}2j



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Ek[∥AGzk − [∇L(wk)]Bk
∥2] ≤ ∆(v, f)

 1

| C |
∑
j∈[d]

(∑
i∈C

(
Mwk

s′i
(s′iQ

′
wk

+ 1) +M ′
wk

+ δ2i,j + ϵ2j

))+

∆(v, f)

 1

| C |

∑
j∈[d]

(∑
i∈C

Qwk

s′i
(s′iQ

′
wk

+ 1)

)2
 1

2
∑

j∈[d]

{∇L(wk)}2j




which concludes the proof.

3.4. Proof of Lemma 3

We are now ready to prove Lemma 3, which is stated again below for readability.

Lemma. Suppose that Assumptions 3 and 4 hold true. Consider the k-th step of Algorithm 1 and Bk the block
computed by the server at step k. If AR is ∆(v, f)-robust at wk and wk ∈ W then

Ek[⟨AGzk , [∇L(wk)]Bk
⟩] > 1

2

(
(1−∆(v, f)Vwk

) ∥[∇L(wk)]Bk
∥2 −∆(v, f)Uwk

)
.

Proof. From Lemma 2 we have

∆(v, f)
(
Uw + Vw ∥[∇L(w)]B∥2

)
︸ ︷︷ ︸

:=r2

≥ Ek[∥AGz − [∇L(w)]B∥2] ≥ ∥Ek[AGz]− [∇L(w)]B∥2 (29)

where the second inequality follows from Jensen’s inequality. The fact that ∥Ek[AGz]− [∇L(w)]B∥2 ≤ r2 means that
Ek[AGz] belongs to a ball centered at [∇L(w)]B with radius r, illustrated in Figure 2 below.

Figure 2: When
∥∥Ek[AGzk ]− [∇L(wk)]Bk

∥∥ ≤ r, Ek[AGzk ] belongs to a ball centered at [∇L(wk)]Bk
with radius r.

From (29) we obtain that

∥Ek[AGzk ]− [∇L(wk)]Bk
∥2 = ∥Ek[AGzk ]∥

2 − 2⟨E[AGzk ], [∇L(wk)]Bk
⟩+ ∥[∇L(wk)]Bk

∥2 ≤ r2

Thus,

2 ⟨Ek[AGzk ], [∇L(wk)]Bk
⟩ ≥ ∥Ek[AGzk ]∥

2
+ ∥[∇L(wk)]Bk

∥2 − r2. (30)

As we assume that wk ∈ W, ∆(v, f)Uwk
≤ (1−∆(v, f)Vwk

) ∥[∇L(wk)]Bk
∥2. Thus,

r

∥[∇L(wk)]Bk
∥
≤ 1. (31)

Owing to (31), we consider θ ∈ [0, π/2] such that sin θ = r

∥[∇L(wk)]Bk∥
. Furthermore, from the triangle inequality,

∥Ek[AGzk ]∥ ≥ ∥[∇L(wk)]Bk
∥ − r. Therefore, ∥Ek[AGzk ]∥ ≥ (1 − sin θ) ∥[∇L(wk)]Bk

∥ ≥ 0. Using these in (30) we
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obtain that

2⟨Ek[AGzk ], [∇L(wk)]Bk
⟩ ≥ ∥Ek[AGzk ]∥

2
+ ∥[∇L(wk)]Bk

∥2 − r2

≥ (1− sin θ)2 ∥[∇L(wk)]Bk
∥2 + ∥[∇L(wk)]Bk

∥2 − sin2 θ ∥[∇L(wk)]Bk
∥2

= 2(1− sin θ) ∥[∇L(wk)]Bk
∥2 .

Thus,
⟨Ek[AGzk ], [∇L(wk)]Bk

⟩ ≥ (1− sin θ) ∥[∇L(wk)]Bk
∥2 .

Substituting sin θ = r

∥[∇L(wk)]Bk∥
above we obtain that

⟨Ek[AGzk ], [∇L(wk)]Bk
⟩ ≥ ∥[∇L(wk)]Bk

∥2 − r ∥[∇L(wk)]Bk
∥ ≥ 1

2

(
∥[∇L(wk)]Bk

∥2 − r2
)
.

Recall that r2 := ∆(v, f)
(
Uwk

+ Vwk
∥[∇L(wk)]Bk

∥2
)
. Substituting this above concludes the proof, i.e., we have

⟨Ek[AGzk ], [∇L(wk)]Bk
⟩ ≥ 1

2

(
(1− Vwk

∆(v, f)) ∥[∇L(wk)]Bk
∥2 −∆(v, f)Uwk

)
.

3.5. Proof of Theorem 1

Theorem. Suppose that Assumptions 1, 2, 3 and 4 hold true. Consider Algorithm 1 with a constant learning rate γ.
If γ < 1

dL and ∆(v, f)V < 1 then

E [L(wT )− L∗] ≤
(
1− β

d
µγ(1−∆(v, f)V )

)T−1

(L(w1)− L∗ −H) +H

where L∗ denotes the minimum value of L on Rd, β = max
{
τ µ̂λ

µ̂s

(
1−

√
(δ2λ + δ2s)

v−1
q−v+1

)
, bmin

}
, U = max

k∈[T ]
Uwk

, V =

max
k∈[T ]

Vwk
, and H = d∆(v,f)U

2βµ(1−∆(v,f)V ) .

Proof. Recall the definition of set W,

W :=

{
w ∈ Rd; min

B⊆[d]

{
(1−∆(v, f)Vw) ∥[∇L(w)]B∥2 −∆(v, f)Uw

}
> 0

}
.

To prove the theorem, we separately consider below the two cases: A) when wk ∈ W for all k ∈ [T ], and B) there
exists s ∈ [T ] such that ws /∈ W.

A). All the elements of the sequence {wk}k∈[T ] are in the subspace W. For all k ∈ [T−1], we have wk+1 = wk−γAGzk .
Now, we consider an arbitrary k ∈ [T − 1]. Under Assumption 1, i.e., component-wise Lipschitz continuity of ∇L(w)
with coefficient L, and the fact that AGzk = [AGzk ]Bk

we have [6, Section 2.1]

L(wk+1) = L(wk − γAGzk) ≤ L(wk)− γ⟨[∇L(wk)]Bk
,AGzk⟩+ γ2LBk

2
∥AGzk∥

2
(32)

where LBk
is the Lipschitz coefficient of the truncated gradient [∇L(wk)]Bk

.

Using the fact that ∥[∇L(wk)]Bk
−AGzk∥

2
= ∥[∇L(wk)]Bk

∥2 − 2⟨[∇L(wk)]Bk
,AGzk⟩+ ∥AGzk∥

2
, (32) becomes

L(wk+1) ≤ L(wk)− γ(1− γLBk
)⟨[∇L(wk)]Bk

,AGzk⟩

+γ2LBk

2

(
∥AGzk − [∇L(wk)]Bk

∥2 − ∥[∇L(wk)]Bk
∥2
)
.

(33)

By taking the conditional expectation Ek [·] on both sides in (33) we obtain

Ek[L(wk+1)] ≤ L(wk)− γ(1− γLBk
)⟨[∇L(wk)]Bk

,Ek[AGzk ]⟩

+γ2LBk

2

(
Ek

[
∥AGzk − [∇L(wk)]Bk

∥2
]
− ∥[∇L(wk)]Bk

∥2
) (34)

9



Recall that LBk
≤
√
|Bk|L ≤

√
dL where L = max

i∈[d]
Li. Then, using Lemma 3 and the fact that γ < 1√

dL
we obtain:

Ek[L(wk+1)] ≤ L(wk)−
1

2
γ(1− γ

√
dL)((1−∆(v, f)Vwk

) ∥[∇L(wk)]Bk
∥2 −∆(v, f)Uwk

)

+γ2

√
dL

2

(
Ek

[
∥AGzk − [∇L(wk)]Bk

∥2
]
− ∥[∇L(wk)]Bk

∥2
) (35)

Using Lemma 2 in (35), we also have:

Ek[L(wk+1)] ≤ L(wk)−
1

2
γ(1− γ

√
dL)

(
(1−∆(v, f)Vwk

) ∥[∇L(wk)]Bk
∥2 −∆(v, f)Uwk

)
+γ2

√
dL

2

(
∆(v, f)

(
Uwk

+ Vwk
∥[∇L(wk)]Bk

∥2
)
− ∥[∇L(wk)]Bk

∥2
) (36)

Rearranging the terms gives:

Ek[L(wk+1)] ≤ L(wk)−
γ

2
(1−∆(v, f)Vwk

) ∥[∇L(wk)]Bk
∥2 + γ∆(v, f)Uwk

2
(37)

Now, introducing EBk
the conditional expectation given Pk\Bk we get

EBk
Ek [L(wk+1)] ≤ L(wk)−

γ

2
(1−∆(v, f)Vwk

)EBk

[
∥[∇L(wk)]Bk

∥2
]
+

γ∆(v, f)Uwk

2
(38)

≤ L(wk)−
EBk

[|Bk|]
d

γ

2
(1−∆(v, f)Vwk

) ∥∇L(wk)∥2 +
γ∆(v, f)Uwk

2
(39)

Using the Polyak-Lojasiewicz inequality in (39) gives:

EBk
Ek[L(wk+1)] ≤ L(wk)−

EBk
[|Bk|]
d

µγ(1−∆(v, f)Vwk
)(L(wk)− L∗) +

γ∆(v, f)Uwk

2
(40)

Recall that in step 8,9,10 and 11 of Algorithm 1, the server computes the block size |B| where each coordinate has
been reported by at least v workers, to ensure the guarantees of the aggregation rule in the presence of Byzantine
workers. If b1, . . . , bq are the sizes of the gradients reported by the q workers that have been contacted by the server
in step 4 of the algorithm, then the server selects the vth biggest size, which is the q − v + 1 order statistic in an
increasingly sorted set of items.

From Lemma 1, we know that for all α ∈ [n], E[b(α)] ≥ max
{
τ µ̂λ

µ̂s

(
1−

√
(δ2λ + δ2s)

n−α
α

)
, bmin

}
.

In our case, n = q and α = q − v + 1. We obtain by substituting above:

E[|Bk|] ≥ max

{
τ
µ̂λ

µ̂s

(
1−

√
(δ2λ + δ2s)

v − 1

q − v + 1

)
, bmin

}
= β

Substituting in Inequality 40 gives:

EBk
Ek[L(wk+1)] ≤ L(wk)−

β

d
µγ(1−∆(v, f)Vwk

)(L(wk)− L∗) +
γ∆(v, f)Uwk

2
(41)

Let U = max
k∈[T ]

Uwk
and V = max

k∈[T ]
Vwk

. Substituting from the above, we get

EBk
Ek[L(wk+1)] ≤ L(wk)−

β

d
µγ(1−∆(v, f)V )(L(wk)− L∗) +

γ∆(v, f)U

2
(42)

If we now subtract H = d∆(v,f)U
2βµ(1−∆(v,f)V and L∗ from both sides of (42), we obtain:

EBk
Ek[L(wk+1)]− L∗ −H ≤

(
1− β

d
µγ(1−∆(v, f)V )

)
(L(wk)− L∗ −H) (43)

As E [·] = EB1 E1 [. . .EBk
Ek . . .], from above we obtain that

E[L(wk+1)]− L∗ −H ≤
(
1− β

d
µγ(1−∆(v, f)V )

)
(E[L(wk)]− L∗ −H) (44)

By assumption, ∆(v, f)V < 1. We also know that µ < mink∈[T ] LBk
≤

√
dL, which means that: 0 < β

dµγ(1 −

10



∆(v, f)V ) < 1. Inequality (44) is therefore a contraction inequality. By applying it repeatedly through iterations
k ∈ [T − 1], we obtain:

E [L(wT )]− L∗ ≤
(
1− β

d
µγ(1−∆(v, f)V )

)T−1

(L(w1)− L∗ −H) +H. (45)

B). There exists at least one element of the sequence {wk}k∈[T ] that belongs to the subspace Rd \ W. Let us denote

by s the biggest integer such that ws ∈ Rd\W, then by definition of W, for all B ⊂ [d]

∥[∇L(ws)]B∥2 ≤ ∆(v, f)Uws

1−∆(v, f)Vws

. (46)

Thus,

EBs

[
∥[∇L(ws)]Bs

∥2
]
≤ ∆(v, f)Uws

1−∆(v, f)Vws

(47)

EBs [bs]

d
∥∇L(ws)∥2 ≤ ∆(v, f)Uws

1−∆(v, f)Vws

(48)

∥∇L(ws)∥2 ≤ d∆(v, f)Uws

EBs [|Bs|] (1−∆(v, f)Vws)
≤ d∆(v, f)U

β(1−∆(v, f)V )
. (49)

Using the Polyak-Lojasiewicz inequality, we have

∥∇L(ws)∥2 ≥ 2µ(L(ws)− L∗). (50)

Combining (49) and (50) gives

L(ws)− L∗ ≤ d∆(v, f)U

2βµ(1−∆(v, f)V )︸ ︷︷ ︸
H

. (51)

If s = T , then the above implies

L(wT )− L∗ ≤ d∆(v, f)U

2βµ(1−∆(v, f)V )︸ ︷︷ ︸
H

. (52)

Otherwise, recall that for all k ∈ [T ] where k > s we have wk ∈ W. Thus by applying the same reasoning as in A) we
get

E [L(wT )]− L∗ ≤
(
1− β

d
µγ(1−∆(v, f)V )

)T−s

(E[L(ws)]− L∗ −H) +H. (53)

Finally by substituting (51) in (53) we get E [L(wT )]− L∗ ≤ H.

A+B).
From (45), (52) and (53) we obtain, ∀w ∈ Rd:

E [L(wT )]− L∗ ≤ max

{(
1− β

d
µγ(1−∆(v, f)V )

)T−1

(L(w1)− L∗ −H) +H,H

}
(54)

=

(
1− β

d
µγ(1−∆(v, f)V )

)T−1

(L(w1)− L∗ −H) +H (55)

which concludes the proof.

3.6. Proof of Theorem 2

Theorem (Non-convex convergence). Suppose that Assumptions 1, 3 and 4 hold. If γ < 1√
dL

and ∆(v, f)V < 1 then

min
k∈[T ]

E
[
∥∇L(wk)∥2

]
≤ 2d(L(w1)− L(w∗))

Tβγ(1−∆(v, f)V )
+

d∆(v, f)U

β(1−∆(v, f)V )
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where U = max
k∈[T ]

Uwk
, V = max

k∈[T ]
Vwk

and β = max
{
τ µ̂λ

µ̂s

(
1−

√
(δ2λ + δ2s)

v−1
q−v+1

)
, bmin

}
.

Proof. As in the proof of the previous theorem we decompose this proof into two parts:
A). All the elements of the sequence {wk}k∈[T ] are in the subspace W.

Let us recall that from (39), for any k ∈ [T ] we have

EBk
Ek[L(wk+1)] ≤ L(wk)−

EBk
[|Bk|]
2d

γ(1−∆(v, f)Vwk
) ∥∇L(wk)∥2 +

γ∆(v, f)Uwk

2
. (56)

Let U = max
k∈[T ]

Uwk
, V = max

k∈[T ]
Vwk

, and β = min
k∈[T ]

EBk
[|Bk|]. Using these upper bounds, for any k ∈ [T ] we get

EBk
Ek[L(wk+1)] ≤ L(wk)−

βγ

2d
(1−∆(v, f)V ) ∥∇L(wk)∥2 +

γ∆(v, f)U

2
. (57)

Rearranging the terms gives

∥∇L(wk)∥2 ≤ 2d(L(wk)− EBk
Ek[L(wk+1)])

βγ(1−∆(v, f)V )
+

d∆(v, f)U

β(1−∆(v, f)V )
(58)

As E [·] = E1 [. . .Et [·] . . .], from above we obtain that

E ∥∇L(wk)∥2 ≤ 2d(E[L(wk)]− E[L(wk+1)])

βγ(1−∆(v, f)V )
+

d∆(v, f)U

β(1−∆(v, f)V )
(59)

As the above is true for all k ∈ [T ], we can sum both sides through [1, · · · , T ] to get

T∑
k=1

E ∥∇L(wk)∥2 ≤ 2d(E[L(w1)]− E[L(wT+1)])

βγ(1−∆(v, f)V )
+ T

d∆(v, f)U

β(1−∆(v, f)V )
(60)

Dividing the last inequality by T gives:

E

[
1

T

T∑
k=1

∥∇L(wk)∥2
]
≤ 2d(L(w1)− E[L(wT+1)])

Tbγ(1−∆(v, f)V )
+

d∆(v, f)U

β(1−∆(v, f)V )
(61)

And using the fact that E[L(wT+1)] > L(w∗):

E

[
1

T

T∑
k=1

∥∇L(wk)∥2
]
≤ 2d(L(w1)− L(w∗))

Tbγ(1−∆(v, f)V )
+

d∆(v, f)U

β(1−∆(v, f)V )
, (62)

which also means that

min
k∈[T ]

E
[
∥∇L(wk)∥2

]
≤ 2d(L(w1)− L(w∗))

kbγ(1−∆(v, f)V )
+

d∆(v, f)U

β(1−∆(v, f)V )
. (63)

B). There exists at least one element ws of the sequence {wk}k∈[T ] in the subspace Rd \W.
By construction of W, as in (49), we have:

∥∇L(ws)∥2 <
d∆(v, f)U

β(1−∆(v, f)V )
(64)

A+B). By combining (62) and (64), we obtain, ∀w ∈ Rd:
which also means that:

min
1<i<T

E
[
∥∇L(wi)∥2

]
≤ max

{
2d(L(w1)− L(w∗))

kbγ(1−∆(v, f)V )
+

d∆(v, f)U

β(1−∆(v, f)V )
,

d∆(v, f)U

β(1−∆(v, f)V )

}
(65)

=
2d(L(w1)− L(w∗))

kbγ(1−∆(v, f)V )
+

d∆(v, f)U

β(1−∆(v, f)V )
(66)

and that concludes the proof.
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3.7. Proof of Corollary 1

corollary. Let λi be the computation rate of worker i ∈ C, where C denotes the set of correct workers. Let τ > 0 be
the server’s waiting time per iteration and ∆ = ∆(v, f) be the robustness coefficient of a robust aggregation rule used
in Algorithm 1. To ensure convergence, the average computation rate of correct workers λ̄ must satisfy the following:

λ̄ ≥ d

τ

(
1√

dQM∆
−Q′

M

)−1

= Ω

(
∆d

τ

)
where λ̄ = 1

|C|
∑
i∈C

λi, QM = max
w∈Rd

Qw and Q′
M = max

w∈Rd
Q′

w.

Proof. Let QM = max
w∈Rd

Qw and Q′
M = max

w∈Rd
Q′

w. We have then:

V = max
w∈Rd

 1

|C|

√√√√ d∑
j=1

(∑
i∈C

Qw(Q′
wk

+
1

λ′
i

)

)2
 (67)

=
1

|C|

√√√√d

(∑
i∈C

QM (Q′
M +

1

λ′
i

)

)2

(68)

=
1

|C|
√
dQM

(
|C|Q′

M +
∑
i∈C

1

λ′
i

)
(69)

In theorems 1 and 2, we introduced the necessary condition for convergence ∆V < 1. Substituting V as in Equation
69 gives:

∆
1

|C|
√
dQM

(
|C|Q′

M +
∑
i∈C

1

λ′
i

)
≤ 1 (70)

|C|Q′
M +

∑
i∈C

1

λ′
i

≤ |C|√
dQM∆

(71)

∑
i∈C

1

λ′
i

≤ |C|√
dQM∆

− |C|Q′
M (72)

1

|C|
∑
i∈C

1

λ′
i

≤ 1√
dQM∆

−Q′
M (73)

Since λ′
i =

|Si|−1
|Si|d
τλi

−1
, then we also have:

1

λ′
i

=

|Si|d
τλi

− 1

|Si| − 1
(74)

=

d
τλi

− 1
|Si|

1− 1
|Si|

≥ d

τλi
(75)

And therefore:

1

|C|
∑
i∈C

1

λ′
i

≥ d

τ

1

|C|
∑
i∈C

1

λi
(76)
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Using 76 in 73, we obtain:

1

|C|
∑
i∈C

1

λi
≤
(

1√
dQM∆

−Q′
M

)
τ

d
(77)

(
1

|C|
∑
i∈C

1

λi

)−1

≥
(

1√
dQM∆

−Q′
M

)−1
d

τ
(78)

Note that

(
1
|C|
∑
i∈C

1
λi

)−1

is the harmonic mean of {λi|i ∈ C. Since arithmetic mean is always greater than harmonic

mean, Inequality 78 becomes:

1

|C|
∑
i∈C

λi ≥
(

1√
dQM∆

−Q′
M

)−1
d

τ
(79)

which concludes the proof.

4. Additional details on experiments

In this work, we choose linear regression, logistic regression, support vector machine and neural networks as ML
models to test the performance of several instances of ARGO against SGD. We also use the datasets, MNIST,
BOSTON and PHISHING. In the following, we describe their properties as well as the pre-processing steps adopted
for each one of them.

4.1. ML models

Linear regression. . This linear model is used to predict a scalar value based on a set of explanatory variables. It is
very efficient when the relation between the input features and the output is linear. The cost function in this case is
a simple squared euclidean norm of the residuals:

C(w) = ∥Xw − y∥2

Logistic regression. . This model computes the probabilities for classification problems with two possible outcomes.
Instead of using a simple linear hypothesis Xw, as in linear regression, a sigmoid function is applied to this linear
hypothesis: hw(X) = 1

1+e−Xw . Combined with the logistic loss, the cost function of this model can be written as
follows:

C(w) =
1

m

m∑
i=1

−yi log(hw(Xi)) + (1− yi) log(1− hw(Xi))

Support vector machine. . This last model constructs a hyperplane in a high-dimensional space that can be used for
classification tasks. In this work, we choose the regularized version, and the cost function is written as follows:

C(w) =
1

2
∥w∥2 + C

[
1

m

m∑
i=1

max(0, 1− yi(wxi))

]

Neural networks. . Neural network learns to map a set of inputs to a set of outputs from training dataset. A deep
neural network consists of an input layer representing the set of input features X, an output layer representing the
number of classification classes, and a number of hidden layers with multiple hidden units, as depicted in Figure 3.
Each unit computes its value based on the combination of values from previous layers and an activation function. The
most common activation functions are:

• Sigmoid: σ(z) = 1
1+e(−z)

• Tanh: tanh z = e(z)−e(−z)

e(z)+e(−z)

• ReLU (Rectified Linear Unit): ReLU(z) = max(0, z)
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Figure 3: A feed-forward neural network with a 5-inputs layer, one hidden layer with 3 neurons and one output layer with only one class.
Each neuron is composed of a transfer function summing all the inputs and a bias, followed by an activation function.

4.2. Datasets and pre-processing

To conduct an extensive and diversified set of experiments, we have considered multiple datasets. Each dataset is
used with a specific ML model.

MNIST dataset. The MNIST dataset consists in 10 categories of digits, from 0 to 9, represented by a set of 784
features, with a total of 70,000 data samples (60,000 for training and 10,000 for testing). The training set is shuffled
and normalized; then, each worker is assigned a non-overlapping i.i.d. sample from the training set, drawn uniformly.
MNIST is used with logistic regression to perform a binary classification, and neural networks for a full classification.

BOSTON dataset. The BOSTON dataset contains information (collected by the US Census Service) about
housing in the area of Boston (Massachusetts). The dataset contains 506 data samples and 14 feature variables. After
standardizing its features, each worker is assigned (randomly) a non-overlapping i.i.d. sample from the training set.
The dataset is used in conjunction with a linear regression model to predict the price of houses.

PHISHING dataset. The PHISHING dataset contains fraudulent attempts to obtain sensitive information
(e.g., usernames, passwords, and credit card details) through email spoofing, instant messaging and text messaging.
The dataset contains 8844 fraudulent attempts, characterized by 68 features. All features have been scaled by their
maximum absolute value and normalized. Then, each worker is assigned (randomly) a non-overlapping i.i.d. sample
from the training set. The dataset is used with a support vector machine (SVM) model to check whether the URL is
phishing or not.

In the experiments involving non identically distributed datasets, each worker will only be receiving a random
sample of the training set, containing only a few classes.

4.3. Specification of experiments

Block generation for neural networks. In the case of neural networks, block generation is different. As a
matter of fact, stacking all the weights into a single vector and picking randomly a block constructed as defined above
will result in an unbalanced updates between the network layers. Instead, we use a vector containing the number of
coordinates (weights) to be updated in each layer. For example, in a feed-forward neural network with 784 inputs,
one hidden layer with 30 neurons and an output with 10 classes (a total of 3 layers), a block size will be written in
the following format: [98,20,10]. This means that 98 out of 784 weights in the first layer, 20 out of 30 weights in the
second layer and all the weights in the last layer are selected randomly and updated at each round.
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Runs. Because of the stochastic nature of the algorithms, each experiment is run 10 times. We compute the
mean and the standard deviation of the metric used in each experiment, and we plot the mean as well as a confidence
interval.

Metrics. For the linear regression model, the evaluation metric is the cost function. For the classification tasks
using either logistic regression, support vector machine or neural networks, the evaluation metric is accuracy.

Computation rates and server waiting time. In this work, we introduced the computation rate variable λ to
model the computing capabilities of workers. In a real world deployment of ARGO, the computation rate of a device
could be the frequency of its processor, the number of cores it has, the RAM capacity, the LTE speed, etc. . . , or a
combination of these measures. Since we are only running simulations of a distributed network of mobile devices, we
only choose a random value of the computation rate of each computation profile (weak, average, powerful), then each
worker is assigned a random computation rate following normal distribution whose mean is equal to the computation
rate randomly chosen, depending on the computation profile category. Of course, the values of weak computation rates
must satisfy the fact weak workers need at least to be able to compute one partial derivative. Beside the computation
rate of workers, the server has also an impact on the number of partial derivatives a worker can produce, by varying
the waiting time τ . In our experiments, we set this variable so that weak workers are able to produce at least one
partial derivative.

4.4. Attacks used in the Byzantine experiments

It is known that Average is not a robust aggregation rule. In fact, as shown in [7], one single Byzantine worker is
sufficient to give any value to the aggregated gradient. Moreover, without any computation efforts, a Byzantine worker
can send very large coordinate values. Using this simple strategy can make the ML models diverge. In this work, we
used two state-of-the-art attacks that were developed against the most effective robust variants of SGD. In the plots,
we always include the convergence graph of ARGO with Average under no attack, as a benchmark to assess the
impact of Byzantine workers on the convergence behavior. For the sake of comparison, we also include ARGO with
the Average aggregation rule as a reference. In some experiments, this version shows a good performance against
those attacks. However, this does not mean that Average is Byzantine-resilient, and practitioners are aware of it
because of proven vulnerabilities.

A little is enough. This attack was presented in [8]. The idea consists in sending Byzantine values that are not
too far from the mean, and can be confused with correct values if we consider a normal distribution of correct values.
In other words, the Byzantine worker will send values that are far from the mean within an interval of z standard
deviations. Algorithm 1 summarizes the attack.

Algorithm 1 “A Little Is Enough” attack

Input: f , n
n = ⌊n

2 + 1⌋ − f

zmax = maxz

(
ϕ(z) < n−m−s

n−m

)
for j = 1 to d do
calculate mean (µj) and standard deviation (σj)
[B]j = µj + zmaxσj

end for
for i = 1 to f do

Bi = B
end for

Fall of empires. This attack was presented in [9]. This attack tries to manipulate the inner product of the
true gradient and the aggregated vector by making it negative. In order to guarantee the progress of any descent
algorithm, this inner product must stay positive. The attack is very simple and consists in sending the negative of
correct vectors’ average, multiplied by a value ϵ. Formally, if C is the set of correct workers, then:

∀j ∈ [f ], Bj = − ϵ

|C|
∑
i∈C

Gi

4.5. Hardware, libraries and dependencies

All experiments were conducted on a MacBook Pro (2018) with a 2.3 GHz Quad-Core Intel Core i5 processor and
16.0G of RAM. The source code was written in Python (version 3.8) and makes use of usual machine learning libraries,
namely: Numpy, Pandas and Scikit-learn.
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4.6. Source code

The source code for all experiments is available in the following GitHub repositories:

• Distributed implementation:
https://github.com/karimboubouh/HgO

• Android application:
https://github.com/karimboubouh/HgOApp

More details are provided in the repositories on how to reproduce the results of the paper.
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5. ARGO: Android application

In the previous section, we implemented ARGO in a simulated distributed environment (on a computer), and
evaluated all convergence properties, namely: accuracy, iteration cost, convergence speed and Byzantine resilience. In
this section, we report on the deployment of our algorithm as an Android application. As opposed to the simulations,
where workers and servers are represented as classes in object-oriented programming, this experiment is a truly
distributed training where workers are physically distinct (smartphones) and are connected via WiFi (local network)
to a parameter server (PS) hosted in a computer. Since the aggregation at the PS is also lightweight, the PS can be
hosted in one of the smartphones involved in the training. This app was developed to test ARGO in a network with
smartphones, and show that ML is actually possible using these devices. Therefore, the user interface and the app
capabilities are very limited, with only essential functionalities to prove our points. A full version of the app is left for
future work.

5.1. Setup

The smartphone implementation of ARGO uses the python cross-platform library Kivy (https://kivy.org) and
is optimized to deploy the Android version1 of ARGO. The application works on Android version 7+, and only
requires storage permission to access the smartphone local dataset. The parameter sever handles the connection and
the disconnection of devices transparently, and can be hosted in a local network or at any public IP address.

5.2. Tutorials

To join the distributed training from the Android application, the application first needs to be configured (Figure
4a, right side) by setting the correct IP address and port of the server (the user must make sure they are in the same
network, in case of a private IP address). Next, the computation profile needs to be selected. For simplicity, we
suggest three configurable computation profiles with the following default values:

• Low configuration: implying a low computation rate.

• Moderate configuration: implying an average computation rate.

• Powerful configuration: no assumption on the computation rate

Once configured, the application will receive the selected model from the PS. The PS will wait for enough devices
to join. Then, it sends the current model parameters and the selected block to train in the next round. Once the
training is finished, a new screen is activated with a summary of the training.
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Abstract—The increasing prevalence of personal devices moti-
vates the design of algorithms that can leverage their computing
power, together with the data they generate, in order to build
privacy-preserving and effective machine learning models. How-
ever, traditional distributed learning algorithms impose a uniform
workload on all participating devices, most often discarding the
weakest participants. This not only induces a suboptimal use of
available computational resources, but also significantly reduces
the quality of the learning process, as data held by the slowest
devices is discarded from the procedure.

This paper proposes HGO, a distributed learning scheme with
parameterizable iteration costs that can be adjusted to the com-
putational capabilities of different devices. HGO encourages the
participation of slower devices, thereby improving the accuracy
of the model when the participants do not share the same dataset.
When combined with a robust aggregation rule, HGO can toler-
ate some level of Byzantine behavior, depending on the hardware
profile of the devices (we prove, for the first time, a trade-
off between Byzantine tolerance and hardware heterogeneity).
We also demonstrate the convergence of HGO, theoretically and
empirically, without assuming any specific partitioning of the data
over the devices. We present an exhaustive set of experiments,
evaluating the performance of HGO on several classification
tasks and highlighting the importance of incorporating slow
devices when learning in a Byzantine-prone environment with
heterogeneous participants.

Index Terms—Distributed computing, Byzantine failures, Het-
erogeneity, Machine learning, Optimization

I. INTRODUCTION

Mobile devices are now an essential component of our
modern society. Their number of users will reach 5.1 billion by
2025, representing 70% of the world’s population.1 Each day,
these devices generate a massive amount of data. Rather than
letting intermediary companies exploit the data, it is appealing
to have each device locally process the data it has generated,
both for infrastructure cost efficiency and privacy reasons.
State-of-the-art distributed machine learning schemes enable

∗ Corresponding author.
1According to the Mobile Economy 2019 report by the GSM Association:

https://data.gsmaintelligence.com/api-web/v2/research-file-download?id=
39256194&file=2712-250219-ME-Global.pdf

devices (usually called workers) to collaboratively learn a com-
mon model by exchanging information about the data, possibly
with the help of a machine server [1], [2]. However, these
schemes typically assume participating devices with similar
hardware specifications, thereby imposing the same workload
on every worker. This requirement might be satisfied in data
centers equipped with powerful co-located computers, steadily
connected to the power grid and to the network. However,
personal computing devices owned by the general public, such
as smartphones or laptops, often behave in an unpredictable
way. They may disconnect from the network very often,
become frequently inactive to save battery consumption, or
crash accidentally. Besides, some devices, technically referred
to as Byzantine [3], might get hacked and manipulated by
malicious parties with the goal of disrupting the system. Most
importantly, most of these portable devices cannot handle
the iteration complexity (computing a full gradient) of first-
order optimization algorithms (i.e. SGD [4]) applied on very
complex models (i.e. GPT3 [5], with 175 billion parameters).

Traditional distributed machine learning algorithms are ill-
suited for such handheld devices. First, synchronous algo-
rithms usually show a stable convergence, but the waiting
time is dictated by the weakest device. On the other hand,
asynchronous variants are indeed faster, but they induce high
variance in the updates, leading to poor solutions [6]. One can
accelerate the training simply by discarding weaker devices
(with low computational power) from the learning process.
Whilst this usually has little impact when all workers share the
same dataset (a.k.a. the homogeneous case), it can significantly
impact the quality of the learning with heterogeneous data.
Finally, it should be noted that these traditional algorithms
assume that workers are able to compute a full gradient, which
is clearly a strong assumption in the case of smartphone-based
machine learning.

In short, three critical issues need to be considered when
deploying distributed ML algorithms on handheld devices: the
computational heterogeneity of the devices, the heterogeneity
of their datasets, and the possible Byzantine behavior of a

1

Original conference paper Click here to view linked References
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fraction of them. In this paper, we present HGO, a new
distributed learning protocol that addresses all of these three
issues. More specifically, our technical contribution is twofold.

1) We present a non-trivial optimization protocol, called
HGO, that adapts the computational workload to the
capabilities of the devices, tackling (directly) computa-
tional heterogeneity and (indirectly) data heterogeneity,
resulting in a more efficient use of available computing
resources and improved learning accuracy.

2) We provide theoretical and empirical evidence that HGO
can learn accurate models even in a demanding en-
vironment that combines heterogeneous and Byzantine
participants. In particular, our results highlight the im-
portance of incorporating slow devices when learning
in this challenging environment, thus demonstrating the
superiority of HGO over traditional schemes such as
SGD in this context.

For presentation simplicity, and to focus on HGO’s orig-
inality, in this paper, we do not discuss the problem of
tolerating a Byzantine parameter server, which we assume to
be unique and trusted [1], [2], [7] (a very common assumption
in Byzantine machine learning [8]–[15]). However, note that
HGO can be used with the replication scheme of [16] to
circumvent that assumption.

Overview of the protocol. Essentially, HGO can be viewed
as a robust, heterogeneity-aware variant of a stochastic block
coordinate descent algorithm. The server initiates each itera-
tion by randomly choosing a subset of q workers, and sends
them its current estimates of the learning parameters. Every
honest (non-Byzantine) worker responds with a fragment (i.e.,
some coordinates) of its mini-batch stochastic gradient. Upon
receiving these information, the server identifies a block of
coordinates that have been computed by a sufficiently large
quorum of at least v workers, and applies a robust aggregation
rule on this block to update its current parameter estimates.
The Byzantine tolerance of HGO depends on the underlying
aggregation rule. We use Trimmed Mean [11] as a default
aggregation rule, tolerating up to f < v

2 Byzantine workers.
However, note that any coordinate-wise robust aggregation rule
could be used instead.

Analysis and benefits. We prove linear and sub-linear
convergence of HGO in the strongly convex and non-convex
settings, respectively. We also study its learning performance
empirically on several classification tasks. In case our so-
lution is deployed using actual smartphones, we developed
an application running on Android operating systems. We
include a quick tutorial on how to setup the application in
the appendix, as well as in the GitHub repository (link in
Section VI). Our key theoretical and empirical findings demon-
strate that, maybe surprisingly, it is possible to incorporate
slow devices in the learning procedure without slowing down
the protocol by de-correlating the workload of the workers
from the computational power of the strongest devices. We
also demonstrate that improving the slow device participation
considerably outperforms traditional schemes in terms of final

accuracy of the model, when the dataset is not shared by all
the workers. This is achieved without hampering the Byzantine
resilience of the process.

Our protocol and its analysis can be applied to a large family
of gradient-based optimization schemes (including CD [17],
SCD [18], Block CD [19], GD [20] and SGD [4]) as well as
to a large set of robust aggregation rules (including Trimmed
Mean [11], Aksel [9] and MeaMed [21]). To the best of
our knowledge, none of these learning algorithms has been
analyzed under the combination of the three major issues we
consider: computational heterogeneity, data heterogeneity, and
Byzantine behavior. Furthermore, HGO is fairly general, and
could easily be extended with more advanced solvers, such as
NAG [22], RMSprop [23], AdaGrad [24], Adam [25], etc.

Before going further, we would like to stress the fact
that this paper proposes a new solution to computational
heterogeneity, by allowing workers to compute only fractions
of gradients, depending on their hardware capabilities. We do
not claim novelty on Byzantine resilience nor data hetero-
geneity, which are classical subjects in this line of research.
Instead, we combine our new scheme with robust aggregation
rules into one algorithm, which we called HGO, and we
analyze its convergence properties under Byzantine attacks,
assuming computational heterogeneity among workers, as well
as heterogeneity among local datasets, whose level is estimated
based on the bias value of the estimation of partial derivatives.
Beside the novelty of the solution itself, we believe we are the
first to introduce computational heterogeneity in the conver-
gence analysis of gradient-based optimization algorithms. In
particular, we demonstrate, for the first time, a critical tension
between the computational capabilities of the workers and the
impact Byzantine workers can have on the final accuracy of
the model. Basically, the more weak devices we have, the more
Byzantine workers can affect the convergence properties.

Roadmap. The rest of the paper is organized as follows. We
first discuss some related works in Section II, and explain how
our solution is different from previous works on computational
heterogeneity. We then present the model and preliminary con-
cepts in Section III. Section IV describes our HGO algorithm
and its time complexity. Section V presents our theoretical
analysis of HGO and highlights some interesting trade-offs.
Section VI presents a selection of experiments demonstrating
the practical relevance of HGO, and Section VII concludes
the paper. For space limitations, we defer all the proofs, as
well as an exhaustive set of experiments, to an appendix. We
also provide an open-source Android implementation of HgO,
available at: https://github.com/karimboubouh/HgOApp.

II. RELATED WORK

Prior works in distributed ML consider the issues of het-
erogeneous computational capabilities, heterogeneous datasets
and Byzantine behavior separately. For example, several ap-
proaches studied the Byzantine resilience of gradient descent
optimization algorithms [8]–[15] by leveraging robust statis-
tics, filtering schemes or coding theory, to defend against a
fraction of Byzantine workers. However, they all assumed
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homogeneous data distribution and computational capabilities.
Some other works [26]–[28] studied SGD with local iterations
on heterogeneous data, without assuming Byzantine and com-
putationally heterogeneous workers. Distributed SGD was also
analyzed in [29], [30] assuming data heterogeneity and Byzan-
tine attacks simultaneously, but computational heterogeneity
was not addressed.

On the other hand, most works [10], [31], [32] claiming
computational heterogeneity awareness do not question the
ability of workers to compute a full gradient. Instead, the
problem is only seen through the windows of asynchrony,
meaning that workers are assumed to be capable of computing
full gradient but may be stale. Most of these solutions propose
either new synchronization schedules or new adaptive learning
rate schedules, or a combination of both to tackle the problem
of stragglers. Also note that, while compression schemes [33]–
[36] were proven efficient in reducing communication com-
plexity, they do not address computational heterogeneity.

While previously cited work clearly fail when workers are
not able to compute a full gradient, our protocol provably
converges under the same assumption. Basically, the server
exploits information from every worker, using either full
gradients, partial gradients or even one partial derivative. Most
importantly, our theoretical analysis suggests new conditions
for convergence involving the Byzantine impact, the hetero-
geneity level of local datasets and, for the first time, the
computational capabilities of workers.

III. PRELIMINARIES

We consider the parameter-server architecture [7], where a
server orchestrates the training of a machine learning model
with the help of a set of n workers. In this setup, the dataset
is composed of N data points X = {x1, . . . , xN}, arbitrarily
partitioned over the n workers. The set of data points held
by a worker i is denoted by Si. Thus,

⋃n
i=1 Si = X , and

Si ∩Sj = ∅ for all i ̸= j. The server is assumed to follow the
algorithm correctly, but some of the workers may be faulty,
and their identity is a priori unknown [3]. More specifically,
there are two types of workers:

1) Correct workers: These participants, a.k.a. honest work-
ers, correctly follow the instructions prescribed by the
server. We represent the correct workers by the set
C ⊆ [n], where [n] denotes the set {1, . . . , n}.

2) Byzantine workers: Workers that are not honest, i.e., [n]\
C, are assumed to be Byzantine. This means that they
have an arbitrary behavior and can either crash or inject
adversarial perturbations in the system (see, e.g., [8]).

Our goal is to design a distributed learning algorithm that
allows all correct workers to learn a model over the union of
their data points XC =

⋃
i∈C Si, despite the presence of up

to f Byzantine workers. Specifically, we fix a learning model
parameterized by w ∈ Rd, for which each data point x incurs a
loss of ℓ(w, x), where the function ℓ : Rd×X → R is assumed

differentiable. The algorithm aims to find a local minimum of
the following function:

L(w) = 1

|XC |
∑
x∈XC

ℓ(w, x) (1)

Besides the presence of faulty workers, another challenge
we consider in our model is the heterogeneous computational
capabilities of the workers. To formally discuss this issue, we
first briefly describe the standard distributed stochastic gradient
descent (SGD) scheme below.

A. Distributed SGD

Distributed SGD is an iterative algorithm where the server
maintains a parameter estimate, which is updated iteratively
with the help of the workers. We assume that time proceeds in
discrete steps, and that each part of the algorithm’s execution
is allocated a given amount of time units. The initial estimate
w1 may be chosen arbitrarily. In each iteration k ≥ 1, the
server broadcasts its current estimate wk to all workers, and
waits during a fixed amount of time units for the workers to
return their stochastic gradients computed at wk. Each worker
i samples a random mini-batch ζik ⊂ Si of size si to compute
the stochastic gradient:

Gi(wk) =
1

si

∑
x∈ζik

∇ℓ(wk, x) (2)

Then, the workers send back their stochastic gradients to
the server, which updates the model parameters as follows:

wk+1 = wk − γ

(
1

n

n∑
i=1

Gi(wk)

)
(3)

where γ > 0 is the learning rate. The algorithm can be proven
to eventually output a solution to the learning problem [4].
However, the convergence of Distributed SGD often relies on
the assumption that all workers have comparable (homoge-
neous) computational capabilities and hardware specifications,
which is unrealistic when deploying distributed learning on
low-powered hand-held devices, such as tablets or smart-
phones.

B. Device heterogeneity: computational power and data

We consider a setting where all devices might not complete
the computation of their gradient estimate in the same numbers
of time units. Given a parameter w and a data point x ∈ Si, we
assume that every worker will compute its gradient coordinate
by coordinate, at its own pace. Specifically, every worker i
can compute λi > 0 coordinates of gradient∇ℓ(w, x) per time
units. Then, in a given time frame of τ time units, worker i can
compute min{λiτ

si
, d} coordinates of its stochastic gradient.

We call λi the computational capability of worker i.
Then, for a fixed mini-batch size, slower workers (with

lower computational capabilities) may only be able to compute
their stochastic gradients partially, while the faster workers
(with higher computational capabilities) may compute all the
coordinates of their stochastic gradients. In what follows, we
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denote by Qj the set of workers that computed coordinate j
during a given time frame.

Besides the differences in workers’ computational capabil-
ities, our setting faces data heterogeneity. Indeed, the data
partitioning among the workers may not be uniform. Thus,
even the correct workers are unable to compute unbiased
estimates of the true gradient ∇L(w). This motivates the
introduction of Assumptions 3 and 4 in Section III-D.

C. Robust aggregation

In the presence of Byzantine workers, the server cannot rely
on the simple averaging of all workers’ gradients, as in (3).
It should rather use a coordinate-wise robust aggregation rule
AR, which we formally define below. In the following, for
any vector u ∈ Rd, its j-th coordinate is denoted by {u}j .

Definition 1. For a given ρ ∈ [n], w ∈ Rd, a real-valued
aggregation rule AR is said to be ∆(ρ, f)-robust if, for every
subset Q ⊆ [n] with | Q | ≥ ρ and for every j ∈ [d], we have

E
[
|{AGw}j − {∇L(w)}j |2

]
≤ ∆(ρ, f)

 1

|C ∩Q|
∑

i∈C ∩Q
σ2
ij(w)


where {AGw}j = AR ({Gi(w)}j ; i ∈ Q) and σ2

ij(w) =
E
[
|{Gi(w)}j − {∇L(w)}j |2

]
. The robustness coefficient

∆(ρ, f) is a bounded positive real value that depends on ρ
and f .

Our theoretical analysis applies for all aggregation rules
satisfying Definition 1, as soon as the robustness coefficient
∆(ρ, f) is sufficiently well behaved: simply put, for a fixed
number of Byzantine workers f , the aggregation error should
at least be constant, if not decreasing, when the total number
of workers ρ grows. This includes a large range of aggregation
rules such as Phocas [37], Trimmed Mean [11] or AKSEL [9].
We demonstrate in Proposition 1 (in the Appendix) that
Trimmed Mean is an example of aggregation rules satisfying
Definition 1.

D. Assumptions

To formally analyze the convergence of our algorithm, we
make the following standard assumption on the smoothness
of the loss function [38]. We recall that {u}j denotes the j-th
element of vector u.

Assumption 1 (Smoothness). For all j ∈ [d], there exists
Lj <∞ such that, for all w,w′ ∈ Rd,
|{∇L(w′)}j − {∇L(w)}j | ≤ Lj ∥w′ − w∥.

Although most of our results do not rely on the convexity
assumption, we also present a convergence result when the
loss function is strongly convex, as stated below.

Assumption 2 (Strong convexity). There exists 0 < µ < ∞
such that, for all w,w′ ∈ Rd,
L(w′) ≥ L(w) + ⟨∇L(w), w′ − w⟩ + µ

2 ∥w
′ − w∥2, where

⟨·, ·⟩ denotes the inner product.

To analyze the convergence of HGO under data heterogene-
ity, we also make the following two assumptions. Note that we

do not rely on the (stronger) assumption of uniformly bounded
variance, which is indeed quite difficult (and perhaps even
impossible) to satisfy in the case of strong convexity [39].
Instead, we follow [38] and assume a non-uniform bound, as
stated below in Assumption 4.

Assumption 3 (Bounded bias). For all i ∈ [n] and j ∈ [d],
there exist δi,j <∞ such that, for all w ∈ Rd,
|Ex∼Si

[{∇ℓ(w, x)}j ]− {∇L(w)}j | ≤ δi,j where x ∼ Si
denotes a uniform sampling of x in Si.

Assumption 4 (Non-uniform variance). For all w ∈ Rd, there
exists Mw < ∞ and Qw < ∞ such that, for all i ∈ [n]

and j ∈ [d],Ex∼Si

[
({∇ℓ(w, x)}j − Ex∼Si [{∇ℓ(w, x)}j ])

2
]

≤Mw +Qw ∥{∇L(w)}j∥2.

IV. HETEROGENEOUS gRADIENT-BASED OPTIMIZATION

We now present our protocol called Heterogeneous
gradient-based Optimization (HGO).

A. Overview of the protocol

The protocol, summarized in Algorithm 1, follows K steps
of the following iterative procedure.

1) At each iteration k ∈ [K], the server maintains a
parameter vector wk. To update its vector, the server
chooses a random order of coordinate indices Ck (i.e.,
Ck is a permutation of the set {1, . . . , d}), selects a
random set of q workers, and broadcasts (wk, Ck) to
these workers. Then, the server waits for τ time units
for workers’ responses.

2) Upon receiving the broadcast message from the server,
an honest worker i randomly samples a mini-batch
of size si from its local data, and sends back to the
server the first bi = min{ τλi

si
, d} coordinates in Ck

of its stochastic gradient Gi(wk), as defined in (2)
above. Note that a faster worker (with higher compu-
tational capabilities) may compute more coordinates of
its stochastic gradient compared to a slower worker.
Byzantine workers may provide arbitrary values for their
partial derivatives.

3) After τ time units, the server identifies the set of indices
Bk ⊆ Ck that have been computed by at least v workers
out of the q selected workers (the procedure for this is
described in steps 8, 9 and 10 of Algorithm 1). The
server then applies a robust aggregation rule AR on the
selected coordinates of the gradients sent by the workers,
and uses its output to update the current parameter vector
wk (step 13 in Algorithm 1).

B. Time complexity.

The standard distributed SGD algorithm aggregates the full
gradients computed by all n workers, while HGO only aggre-
gates truncated gradients computed by q < n random workers.
Accordingly, HGO is faster than SGD when comparing these
steps. Furthermore, while SGD’s per-iteration time is dictated
by the slowest worker, which means that the server waits for
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Algorithm 1 Heterogeneous gradient-based Optimization
Parameter Server

1: Input: q, AR (aggregation rule), w1, v, K, γ
2: Execute the following instructions for each step k =

1, . . . , K
3: Ck ←− random permutation of {1, . . . , d}
4: Select q random workers {i1, . . . , iq} ⊆ {1, . . . , n}
5: Broadcast (wk, Ck) to the selected q workers
6: Wait τ time units to receive workers’ gradients
7: ∇i1 , . . . ,∇iq ←− partial derivatives sent by the q workers,

i.e., elements of their gradients at wk

8: R←− sort
(
|∇i1 |, . . . , |∇iq |, decreasing order

)
9: bv ←− vth item in the list R

10: Bk ←− first bv elements in Ck

11: ∀j ∈ Bk, identify the set Qj ⊆ {i1, . . . , iq} of workers
that sent the j-th coordinate of their gradients.

12: Compute the aggregate of workers’ partial derivatives
AGwk

∈ Rd such that, for all j ∈ [d],

{AGwk
}j =

{
AR ({∇i}j , i ∈ Qj) if j ∈ Bk

0 otherwise

where {∇i}j is sent by worker i for the j-th element of
its gradient.

13: Update the parameter vector: wk+1 = wk − γAGwk

Honest Worker i

1: Input: local dataset Si, mini-batch size si, computational
capability λi

2: If the broadcast message (wk, Ck) is received then exe-
cute the following steps:

3: Sample a random mini-batch ζik of size si from dataset
Si

4: Bik ←− first bi elements in Ck, where bi = min{ τλi

si
, d}

5: Construct the set ∇i =
(
{Gi(wk)}j , j ∈ Bik

)
, where

Gi(wk) is as defined in (2)
6: Send back ∇i to the server

τs time units for the weakest worker to compute its gradient,
HGO only waits for τ < τs time units at each iteration, and
the workers adjust to this time budget. However, note that the
procedure of identifying the adequate block of coordinates and
the workers that computed each of these coordinates (steps
8, 9, 10 and 11 in Algorithm 1) induces an overhead in
computation when considering the total time complexity of
the algorithm. Overall, the relative speed of HGO compared to
SGD depends on the relation between τ−τs and the overhead
cost, which can be compared to O(q log(q) λ̄τs̄ ), where λ̄ is the
average computation rate and s̄ is the average mini-batch size
of the workers.

V. THEORETICAL GUARANTEES

Inspired by prior works in the homogeneous setting [8],
[9], [11], [38], we show that our algorithm eventually reaches
a ball centered at a local optimum, whose radius is a function
of the statistical error. More formally, we show that, when

K → ∞, HGO eventually outputs a parameter estimate w
such that

E ∥∇L(w)∥2 ≤ d∆U

b (1−∆V )

where b = lim inf
k≥1

E[|Bk|], U = max
w∈Rd

Uw, V = max
w∈Rd

Vw

Uw =
1

|C|

d∑
j=1

∑
i∈C

(
Mw

s′i
+ δ2i,j

)
, Vw =

1

|C|

√√√√√ d∑
j=1

∑
i∈C

Qw

s′i

2

with s′i =
si(|Si|−1)
|Si|−si

and ∆ = ∆(v, f).

Figure 1 illustrates the trajectory of the algorithm in the
context where there exists a unique optimal solution w∗. In
Theorem 1 and 2, we present the formal convergence result
of our algorithm. In doing so, we divide the parameter space
into two regions W and Rd \W , with

W =

{
w

∣∣∣∣ min
B⊆[d]

{
(1−∆Vw) ∥[∇L(w)]B∥2 −∆Uw

}
> 0

}
.

We denote by [∇L(w)]B the partial gradient restricted to the
coordinates in B. Specifically, for all u = ({u}1, . . . , {u}d) ∈
Rd, u′ = [u]B ∈ Rd is such that {u′}j = {u}j if j ∈ B, and
0 otherwise.

Fig. 1: As long as the parameter vector wk is inside W , which
means that the gradient norm is still big enough, the algorithm will
keep approaching the ball B(w∗, r) centered at a local optimum,
with a radius r (which is a function of the statistical error). When
the condition is no longer satisfied, the perturbations induced by
the presence of Byzantine workers will prevent progress towards the
optimum. Then, the smaller r, the better the convergence guarantee
of the algorithm in the presence of Byzantine faults.

The condition (1 − ∆Vw) ∥[∇L(w)]B∥2 > ∆Uw can be
seen as a generalization of the variance-norm condition first
introduced in [8]. This work was considering the special case
of SGD (b = d and B = [d]) with unbiased estimation
(∀(i, j) ∈ [N ] × [d], δi,j = 0), uniform upper bound on
the variance (Qw = 0), and a fixed mini-batch of size 1
(∀i ∈ [n], si = 1). In this special case, our condition reduces
to the variance-norm condition, presented in Proposition 1
of [8]. The authors also claimed that their condition will
be easier to satisfy when using larger mini-batch sizes. Our

5



formulation confirms this claim: increasing the mini-batch size
(si) increases the value of the right-hand side of the condition
inequality and decreases the left-hand side one, making it
easier to achieve a satisfying outcome in many problems.

A. Convergence analysis

Before presenting our main convergence results, note that,
given a parameter vector wk, it is hard to demonstrate progress
towards a local optimum without first demonstrating that
AGwk

is pointing in the same direction as the actual gradient
of the loss function. Specifically, the scalar product between
the aggregated gradient AGwk

and ∇L(wk) must be strictly
positive. We show below in Lemma 1 that this condition holds
true in our setting whenever wk ∈ W and the aggregation rule
AR we use is ∆(v, f)-robust.

Lemma 1. Suppose that Assumptions 3 and 4 hold true.
Consider the k-th step of Algorithm 1. If AR is ∆(v, f)-robust
at wk and wk ∈ W , then, denoting ∆ = ∆(v, f), we have:

E
[
⟨AGwk , [∇L(wk)]Bk

⟩
]
>

(1−∆Vwk )
∥∥[∇L(wk)]Bk

∥∥2 −∆Uwk

2

Using this result, we obtain the convergence properties of
HGO for strongly convex and non-convex functions. Under
Assumption 1, we define L = max

i∈[d]
Li.

Theorem 1 (Strongly convex convergence). Suppose that
Assumptions 1, 2, 3 and 4 hold true. Consider Algorithm 1
with a constant learning rate γ. If γ < 1√

dL
and ∆V < 1,

then

E [L(wK)− L∗] ≤
(
1−

b

d
µγ(1−∆V )

)K−1

(L(w1)− L∗ −H) +H

where L∗ denotes the minimum value of L on Rd, b =
min
k∈[K]

EBk
[|Bk|] , U = max

k∈[K]
Uwk

, V = max
k∈[K]

Vwk
, and H =

d∆U
2bµ(1−∆V ) .

Unlike convex functions, non-convex functions may have
multiple local minima, making convergence analysis more
complex [38], especially for coordinate descent methods [17],
[40], which are closer to our algorithm. While it is hard in gen-
eral to upper-bound the optimality gap as in previous theorem,
we upper-bound the average (and thus the minimum) gradient
norm of the cost function, evaluated using the sequence of
parameter vectors {wk}k∈[K] generated through the iterations
1, . . .K.
Theorem 2 (Non-convex convergence). Suppose that Assump-
tions 1, 3 and 4 hold. If γ < 1√

dL
and ∆V < 1 then

min
k∈[K]

E
[
∥∇L(wk)∥2

]
≤

2d(L(w1)− L(w∗))

Kbγ(1−∆V )
+

d∆U

b(1−∆(v, f)V )

where U = max
k∈[K]

Uwk
, V = max

k∈[K]
Vwk

and b =

min
k∈[K]

EBk
[|Bk|].

In Appendix A, we provide some guidelines on how to
choose the learning rate γ. We also show through examples
how our work can be considered as a generalization of previ-
ous results in the field of Byzantine resilience and gradient-
based optimization algorithms.

B. Trade-offs

Our theoretical results highlight some interplay between the
convergence speed, the computation power of the workers, as
well as the dataset partitioning and the presence of Byzantine
workers. We discuss some of them below.

Convergence vs time complexity. The robustness coeffi-
cient ∆(v, f) is a key factor of the aggregation error. Its value
depends on the quality of the aggregation rule we use, but also
on the number of Byzantine workers within the selection of
random workers. For a fixed number f of Byzantine devices,
increasing the number of devices sampled at every round q also
increases the number of correct workers amongst the quorum
of size v we use for the aggregation. This has a direct impact
on the convergence rate as well as on the statistical error.
As a matter of fact, one can see in both theorems that the
first term of the right-hand side inequality decreases when
∆(v, f) decreases. Recall from Section III-C that ∆(v, f)
is decreasing with respect to v. This simply means that a
bigger sample size q implies a faster convergence rate. The
statistical error is also positively correlated to ∆(v, f); hence,
also to q. However, note that, as explained in Section IV-B,
the time complexity of the algorithm also increases with q. In
short, a better theoretical convergence implies a bigger time
complexity.

Heterogeneity vs convergence. From our theoretical re-
sults, we can observe that increasing the mini-batch size si
of the workers improves the statistical error as well as the
convergence rate. On the other hand, these two convergence
properties are also linked to the size |Bk| of the block Bk
constructed by the server at iteration k. In fact, increasing
b = mink∈[K] EBk

[|Bk|] also increases the convergence rate
and reduces the statistical error. To increase b, we can either:

1) Decrease the minimum number of workers v to execute
the aggregation. However, this quantity is lower-bounded
by a function of the ratio of Byzantine workers the
algorithm can tolerate; hence, it cannot be decreased
arbitrarily without impeding the Byzantine resilience of
the algorithm.

2) Decrease the mini-batch sizes, so that every worker
dedicates its resources to computing more blocks (λiτ =
bisi). However, note that it would induce a new trade-
off, as diminishing the mini-batch sizes has a negative
effect on the convergence of the algorithm.

3) The server can try to re-weight the worker sampling
to contact the powerful workers more often (the ones
with large computational capabilities λi), hence me-
chanically increasing the block size and the mini-batch
size together. This would improve the convergence rate,
but may exclude workers with valuable data from the
learning procedure, which certainly leads to a worse
statistical error when data are heterogeneous.

Byzantine tolerance vs hardware heterogeneity. Maybe
the most interesting takeaway we can extract from our results
is the interplay between hardware heterogeneity and Byzantine
tolerance of the algorithm. In both results, we introduce a
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sufficient condition for convergence, namely: ∆(v, f)V < 1.
This inequality formalizes the interplay between the Byzantine
tolerance (through the robustness coefficient ∆(v, f)) and the
computational power of the workers (captured in the variable
V ). To tolerate a bigger Byzantine impact, V must decrease
in order to follow a gradient step at round k. Decreasing V
implies to increase the size of the mini-batches selected by
the workers, to reduce the variance. This can be achieved by
instructing the workers to favor the mini-batch size over the
number of coordinates, when allocating the available computa-
tion resources. However, when the computational capabilities
are not high enough, decreasing the number of coordinates
leads to a small block size b, which results in poor convergence
properties. Conversely, if each worker has strong capabilities,
it will be possible to increase both b and si, in order to satisfy
the condition and improve the convergence properties at the
same time. In other words, the more weak devices are present
in the network, the less the algorithm can tolerate Byzantine
behaviors.

VI. EMPIRICAL EVALUATION

To demonstrate the practical relevance of our optimization
scheme in a Byzantine-prone environment with heterogeneous
participants, we ran an exhaustive set of experiments to
evaluate the performance of HGO on several classification
tasks. The main objective of this section is to demonstrate that
our protocol improves the participation of slow devices, and
outperforms traditional schemes such as SGD (in terms of final
accuracy of the model); hence highlighting the importance of
our method when learning with heterogeneous and Byzantine
participants. To do so, we first present a set of experiments on
simple models such as multinomial logistic regression. Then,
we propose an extension of HGO to more complicated models,
such as feed-forward neural networks, and discuss some future
direction for our protocol in the context of convolutional
neural networks. To simplify the presentation, we evaluate the
performance of HGO (used with a vanilla SGD update rule)
against vanilla SGD to eliminate the impact of more advanced
solvers such as NAG [22], RMSprop [23], AdaGrad [24]
or Adam [25], that are still misunderstood from a technical
viewpoint.

Due to page limitation, we only present a few experiments
that support our theoretical analysis. A more complete set
of experiments, involving more ML models and datasets, is
available in Appendix C. An Android implementation of our
algorithm is also available to execute it on real smartphones.
The source code of our experiments and the Android im-
plementation are available in the following GitHub reposito-
ries, respectively: https://github.com/karimboubouh/HgO and
https://github.com/karimboubouh/HgOApp.

A. Experimental setup

Models and datasets. We evaluated our procedure on
a broad class of models, inclusing linear regression, binary
logistic regression and support vector machine, on several

benchmark datasets (such as Boston2, Wisconsin Breast Can-
cer3, or Phishing4) to confirm our theoretical results. But we
also considered more complex setups, namely: multinomial
logistic regression and feed-forward neural network trained
on MNIST5 and Fashion-MNIST6. In the main paper, we only
present the last two setups, but our findings were consistent
across the set of experiments we considered.

Note that, for a fair comparison, we use the same learning
rate and mini-batch size for SGD and HGO in every experi-
ments.

Network architecture and hardware specification. We
implement the parameter-server architecture where a trusted
server communicates through message passing with a set of
workers, to learn the model. To distinguish the hardware
specifications of workers, we classify them in three cate-
gories characterizing their computational capabilities, namely:
“weak”, “average” and “powerful” (see Appendix C3 for more
details). Each category represents a set of workers whose
computation rates are normally distributed over a fixed mean
value that depends on the learning task. We consider several
computation profiles for the network:

• Cstandard: 30% of weak devices, 40% average devices
and 30% powerful devices;

• Cweak: all devices are weak;
• C1: 90% of weak and 10% of average devices;
• C2: 70% of weak and 30% of average devices;
• Cpowerful all devices are powerful.

When the computation profile of the network is not specified,
we assume that we are in the standard scenario Cstandard.

At each iteration, the server only contacts a random set
of q workers, and aggregates their responses using a given
aggregation rule, after a waiting time τ . By default, we set
q
n = 0.8, and use Average and Median (a special case of
Trimmed Mean) as aggregation rules in honest and Byzantine
environments, respectively.

Data heterogeneity. We experiment both homogeneous
and heterogeneous partitioning of datasets over the workers.
In the homogeneous case, each worker is assigned a non-
overlapping independent and identically distributed sample
from the training set. We construct heterogeneous versions of
the datasets by restricting the classes detained by each workers.
Specifically, in our experiments, each worker only has access
to data points for two classes out of ten from the MNIST and
Fashion-MNIST datasets.

Byzantine workers. We use two state-of-the-art Byzantine
attacks [41], [42] to evaluate the impact of our new learn-
ing scheme on the robustness of existing aggregation rules
(Krum [8], Trimmed Mean [37] and Aksel [9]). These attacks
exploit the normal distribution of correct estimates to construct
Byzantine values that are still within a few standard deviations

2http://lib.stat.cmu.edu/datasets/boston
3https://archive.ics.uci.edu/ml/datasets/breast+cancer+wisconsin+

(diagnostic)
4https://archive.ics.uci.edu/ml/datasets/phishing+websites
5http://yann.lecun.com/exdb/mnist/
6https://github.com/zalandoresearch/fashion-mnist
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from the true mean. Byzantine workers start implementing the
aforementioned attacks at iteration 10 of each experiment. For
comparison, we always plot the test accuracy of averaging
under no attack.

B. Impact of waiting time on accuracy and runtime
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Fig. 2: Training a multinomial logistic regression on MNIST, het-
erogeneously partitioned over n = 100 honest workers. The server
averages the estimates of q = 80 random workers at each iteration.
When τ = ∞, the server waits for the slowest device to send its
message. When τ = 32, the server waits for 32 time units and only
aggregates the received messages.

In Figure 2, we show the evolution of the accuracy of
a multinomial regression on MNIST trained with SGD and
HGO.7 When we do not impose any limit on the waiting
time of the server (τ =∞), it must wait for every worker to
complete its computing task before executing any aggregation.
Consequently, the speed of SGD is limited by the hardware
specifications of the weakest device of the network. While this
approach is indeed slow, it allows the model to learn from
all workers’ local datasets, which results in a good accuracy.
A practitioner might be tempted to reduce the waiting time
by fixing a time limit for each iteration (e.g. τ = 32 time
units). By doing so, we can observe a substantial speedup,
because the server discards the workers that cannot provide a
response within the time limit. However, when the dataset is
not homogeneously partitioned, the model learned with SGD
will miss the data points held by slow workers, resulting in a
poor final accuracy.

With HGO, even when limiting the server waiting time, the
workers can adjust their computing task to the time budget,
by only computing a few partial derivatives using a few data
points in the mini-batch. That way, the model is visiting
the full dataset either through full gradients (computed by
powerful workers) or partial derivatives (computed by weaker
workers). This results in a much better overall accuracy of
the model, without slowing down the overall execution of the
procedure. In the next experiments, we always set the waiting
time τ to 32 for HGO and SGD.

7To measure this runtime, we use the actual wall-clock time, which gives a
clear idea of the runtime, as opposed to the number of algorithm steps, which
simply gives an idea of the convergence rate of the protocols.

C. Impact of heterogeneous partitioning

As we explained above, the principal advantage of HGO is
to allow the server to receive information from all the workers
at each iteration. Note that, when the dataset is homogeneously
partitioned over the workers, it is sufficient to have a few work-
ers in order to get a representative sampling of the full dataset.
This situation is illustrated in Figure 3a, where SGD reaches a
good accuracy, even when not all workers are participating in
the training process (except for the weakest scenario Cweak,
where no worker is able to compute a full gradient). However,
in the heterogeneous case illustrated in Figure 3b, HGO clearly
outperforms SGD, as discarding weaker workers now comes
with the drawback of losing valuable information from their
local datasets. While SGD’s performance is strongly correlated
with the computation capabilities of the workers, HGO shows
roughly the same convergence properties, independently of
the hardware profile of the workers. Interestingly, using HGO
allows to reach top performance, even with a network full
of weak devices, which is impossible with standard learning
schemes.

D. Improving weak networks with a few average devices

In the previous experiments (Figure 3), one can see that
HGO shows nearly the same convergence pattern for all sce-
narios. In the experiment reported in Figure 4, we voluntarily
set the computation rates of the weak devices to very low
values, in order to get a lower accuracy using the weakest
scenario Cweak. While using HGO with a network full of
weak workers still shows good performance, we demonstrate
that replacing only 10% of these weak devices by average
workers is sufficient to match the convergence quality of
an all-powerful network on MNIST. This experiment is very
interesting, and motivates the use of HGO in industry-scale
machine learning applications. For instance, a company may
train a complex machine learning model using HGO with data
available on smartphones, which can be considered as weak
devices. Then, it can introduce a few powerful computers to
boost the learning performance. The result would be similar
to a scenario where all the data is relocated into one location,
and trained with strong computers using SGD.

E. Conditioning Byzantine resilience to computational hetero-
geneity

Another interesting takeaway of our analysis is the interplay
between the strength of Byzantine workers and the computa-
tional heterogeneity, represented by the condition ∆(v, f)V <
1. This condition has a direct impact on the convergence rate,
as well as on the statistical error of the algorithm. In fact,
one can act on the robustness coefficient ∆ by varying the
aggregation rules, the number of Byzantine workers or the
Byzantine attack strategy implemented in a given execution.
One can also act on the variable V by changing the data
partitioning as well as the network computation profile. In
the three experiments in Figure 5, we illustrate these concepts,
and also implement scenarios where we intentionally dissatisfy
the condition ∆V < 1, for instance, by choosing a weaker
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(a) Homogeneous dataset partitioning
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(b) Heterogeneous dataset partitioning
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(c) Heterogeneous dataset partitioning

Fig. 3: Training a multinomial logistic regression on MNIST, using n = 100 workers in an honest setting. HGO shows improved convergence
properties (final accuracy, convergence rate) w.r.t. SGD, even in the weakest scenario Cweak where all workers have low hardware profiles.
In particular, the gap widens when the dataset is heterogeneously partitioned (see Figure 3b). Figure 3c demonstrate the fact that HGO
receives more estimations that SGD, even in very restricted network profiles (Cweeak: all the workers are weak devices), where no worker
is able to compute a descent estimation in the case of SGD.
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Fig. 4: Training a multinomial logistic regression on MNIST, ho-
mogeneously partitioned over n = 100 honest workers. The server
averages the estimates of q = 80 random workers at each iteration.
Interestingly, replacing 10% of weak devices by average ones (C1)
is sufficient to match the performance of (Cpowerful).

aggregation rule (Krum) in 5a, by implementing a strong attack
strategy (FOE) in 5b, or by increasing the number of Byzantine
workers (f = 20, 30) in 5c.

F. Extension to neural networks

Note that simple linear models have separable cost func-
tions, which means that computing partial derivatives can
be done independently. However, for more complex models
such as neural networks, computing the gradient relies on the
back-propagation algorithm and the chain rule. This makes
the computation of a partial derivative much more dependent
on the model architecture than in the linear case. Most
importantly, picking a block of random coordinates from the
full gradient will result in an unbalanced updates between the
network layers. In this section, we present a variant of HGO,
where workers only update sub-network at each round of the
learning.

Adaptation of HGO to Feed-forward networks. Let us
consider a feed-forward network with M layers. To compute
a partial gradient at each round of the protocol, each worker

samples a subset of the network weights’ on the M − 1 first
layers of the network, hence building a sub-network. The out-
put layer should be kept unchanged for consistency purposes
(the model should still be able to classify within the same
number of classes). Naturally, the number of sampled weights
in each layer depends upon the computational capabilities of
the worker. Then, each worker computes their gradient on the
obtained sub-network to mimic the computation of a partial
gradient at each round. This procedure is illustrated in Figure 6
for a simple 3-layers feed-forward network.

The gradient of the sub-network (whose dimension is less
than the original gradient) can be considered as a partial
gradient, or a block of random gradient coordinates, covering
all the layers of the neural network. For simpler models, the
random block is a vector and the block size is an integer.
However, for feed-forward neural networks, a block is a tensor,
and its size is a vector of integers. For example, for a feed-
forward neural network with input size 784, one hidden layer
with 30 neurons and an output layer with 10 classes, a block
size will be written in the following format: [98, 20, 10]. This
means that 98 out of 784 weights in the first layer, and 20 out
of 30 weights in the second layer, will be sampled and updated
at each round (as explained above, the last layer remains
unchanged). As illustrated in Figure 7, this algorithm extension
produces results similar to multinomial logistic regression,
therefore demonstrating the practical relevance of HGO in the
case of neural networks.

Relation to dropout. Note that this alternative approach to
HGO can be linked to the dropout technique [43], widely used
among ML practitioners. When employing dropout in a neural
network with classical learning schemes, a fraction of weights
are ignored in the training phase, with some probability. In
HGO, each worker will dropout a fraction of the weights,
depending on its computing capabilities, in a deterministic
fashion. Powerful devices can use the full neural network
without applying the dropout. Like regularization techniques,
the dropout approach prevents over-fitting, and this might be
another explanation of the better final test accuracy of HGO
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(a) Homogeneous dataset partitioning
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(b) Heterogeneous dataset partitioning
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(c) Heterogeneous dataset partitioning

Fig. 5: Training a multinomial logistic regression on MNIST, with a total of n = 100 workers. The server aggregates the partial gradients
of q = 80 random workers at each iteration. By default, we use Median as an aggregation rule and set f = 10. In each experiment, we
vary the number of Byzantine workers, their attack and the aggregation rule: all these factors impact the variable ∆, leading to different
convergence properties. In the three experiments, we implement scenarios to intentionally dissatisfy the condition ∆V < 1, by working on
the robustness coefficient ∆: for instance, by choosing a weaker aggregation rule (Krum) in (a), by implementing a strong attack strategy
(FOE) in (b), and by increasing the number of Byzantine workers (f = 20, 30) in (c).

Fig. 6: Constructing a sub-network from a fully connected feed-
forward neural network.

over SGD, besides the fact that HGO includes all local datasets
in the training.

Advanced architectures. More advanced architectures like
convolutional neural networks (CNN) need a different way of
constructing a sub-network. In fact, the classification phase of
a CNN is a simple feed-forward network, on which we can
easily apply the sub-network technique. However, the feature
extraction phase (convolutions and pooling) is challenging.
In this work, we limit our extension to feed-forward neural
networks, and leave the CNN extension for future work.

VII. CONCLUSION

We presented HGO, a Byzanzine-resilient distributed learn-
ing scheme whose iteration cost can be adapted to the ca-
pabilities of workers (e.g., smartphones). HGO encourages
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Fig. 7: Training a feed-forward neural network (fully connected
network with 784 inputs, one hidden layer of 128 neurons and 10
outputs) on a heterogeneously partitioned Fashion-MNIST dataset,
with a total of n = 100 honest workers. Depending on its hardware
capability, each device uses a random sub-network to compute the
gradient estimate. Powerful devices use the full neural network.

the participation of slower devices, improving the accuracy
of the model when the participants do not share the same
dataset. Our protocol also tolerates Byzantine devices, by
combining a randomized sampling of devices with a robust
aggregation scheme. We proved HGO’s convergence under
a non-trivial combination of hypotheses, namely: Byzantine
failures, computational heterogeneity and data heterogeneity.
Our theory demonstrated important tensions between relevant
quantities such as the statistical error rate, the impact of
Byzantine workers, the level of inaccuracy of honest workers,
the time complexity of the algorithm and its convergence rate,
which we also supported empirically.

HGO clearly outperforms SGD in the case of non-
identically distributed datasets by aggregating the estimates
of all workers, regardless of their computational capabilities.
This contrasts with SGD, which imposes the same workload on
all workers, and therefore discards some workers (which data
may be very valuable to the training). On a more ethical side,
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our work encourages data privacy by making smartphones
(which are the most important personal data carrier nowadays)
contribute directly to AI projects, without exposing local data
to third parties.

Furthermore, this work opens an interesting line of open
questions, among which: 1) Can this work be extended to
second-order optimization and to convolutional neural net-
works? 2) Which computation power profile is needed to reach
a target accuracy within a given time budget? And finally, 3)
what is the impact of network bandwidth on the convergence
properties? We leave these questions open for future works.

REFERENCES

[1] M. Abadi et al., “Tensorflow: A system for large-scale machine learn-
ing,” in 12th USENIX Symposium on Operating Systems Design and
Implementation (OSDI 16), 2016, pp. 265–283.
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